Action Plan

What is the National Cybercrime Action Plan Q

A concerted and coordinated national effort to effectively deal with cybercrime

Sets out the Government’s (1) key priorities, (2] ongoing efforts and (3) future plans

To ensure a safe and secure online environment for Singapore

Vision

Key priorities of the National Cybercrime Action Plan
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Educating and
empowering the

public to stay safe
in cyberspace
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Enhancing the
Government’s
capacity and
capability to combat
cybercrime
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Strengthening
legislation and the
criminal justice
framework
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Stepping up
partnerships and
international
engagement

To achieve these key priorities, the Government will:
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I. Raise awareness of
cybercrime among the
general public

i. Engage vulnerable
groups to increase
awareness and vigilance

iii. Transform the Scam
Alert website
(www.scamalert.sg) into
a one-stop self-help
portal against scams

i. Continue to integrate
cyber-capabilities within
SPF Cybercrime
Command

ii. Enhance cybercrime
investigation and
forensics capabilities

iii. Train public officers
handling sensitive data
to combat cybercrime

iv. Strengthen
coordination between
government agencies

i. Amend the Computer
Misuse and
Cybersecurity Act, and
review other relevant
EWS

ii. Strengthen regulatory
frameworks
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Partner industry and
academia to:

I. Raise awareness of
cybercrimes in the
private sector

il. Develop cybercrime
investigation and
forensics capabilities

Strengthen international
engagement:

i. Foster regional and
global cooperation

ii. Partner other
countries and INTERPOL
to build capacities and
capabilities

ii. Engage global experts
and thought leaders
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