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Team and its knowledge partners 
in Homefront Security and Safety. 
The Journal also functions as a 
platform for engagement, allow-
ing a broad pluralistic range of 
viewpoints and interests to be 
represented, contrasted and syn-
thesised.
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engagement, exchange and 
discussion over the broad and 
diverse range of issues and 
interests that come under the 
subject of Homefront security 
and safety.
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FOREWORD

THE SECOND ISSUE of the Home Team Journal is in many ways continuing 

the journey we have embarked on; to create a repository of knowledge 

our tagline, ‘for practitioners by practitioners’, the second issue contains 

Team that embody this theme don’t simply talk about the latest gadget in the 

been reconstructed and manifested in the policies, programmes, and most 

an innovative idea has met an early demise due to poor cultural buy-in and 

with daring to think the impossible and challenging the conventional paradigm, 

to have’ but something that in our present Homefront Security climate becomes 

an absolute necessity given the dynamic nature of our potential security threats 

We are honoured to feature an interview for the Home Team Journal on 

this theme with the former Head of the Singapore Civil Service, Permanent 

view on the changing landscape of Homefront Security in Singapore and his 

insights on how the Home Team can leverage on innovations and foster a 

We are once again grateful to have a very interesting mix of articles from 

which is part of the National Security Co-ordination Secretariat, the US Postal 

Foreword by Chairman
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MR. DEREK PEREIRA

Chairman Editorial Board
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INNOVATION IS NOT NEW
TO THE HOME TEAM

THE HOME TEAM departments 
have a long history of 
consistently enjoying a 

HDB Household Survey in 2008, the 
Police scored the highest amongst all 
other institutions for public trust and 

1

No amount of creative public 
relations can account for this high 

it is anchored to the Home Team’s 
objective record of performance 
which has made Singapore one of 

2 This is 
a quality of life Singaporeans value, 
and one which expatriates living here 

consistently good performance is the 
fact that it has been achieved in the 

in Singapore society and economy as 

suggests that among other things, 
the Home Team departments and its 

able to effectively adapt to and even 
exploit the opportunities of change 
to their operating realities, to stay 

entails innovation at work in these 

Innovation therefore is not new to 
the Home Team in it’s long history 
and experience even if the term 
“innovation” as a self-conscious 
label and buzz word in our public 
sector discourse, is of a younger 
vintage, dating to the early 80s. 
important to recognise this because it 
provides a critical historical context 
to any policy or plan to promote 
innovation as a purposive and 
centrally managed programme in 

of the organisation’s history and its 
people is key to crafting the approach 
and engagement of any innovation 
programme in a manner best suited 
for it to connect, gain traction 

MR. BENNY LIM, MR. JACKSON LIM, MR. TEONG HOW HWA
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THE “INNOVATION”
CAMPAIGN – WITS

HUMAN BEINGS ARE all capable of 
creativity and they innovate 

expressed in our work or in our social 
relations or in other arenas, this innate 
potential, even if not of equal quality 

The aim of any organisation-wide 

effective ways to harvest the positive 
value that this creative potential in 
the individuals of its work-force 
have towards the achievement of its 

began in the early 80s, was the bold 
recognition by the top leadership of the 
public service that the average worker 
has a useful perspective to offer to help 

because he is in touch with the practical 
realities of the business often at the 
ground level – he has knowledge to 
offer from his direct experience; he 
knows of gaps, of persisting problems 
and contradictions and he has an 
appreciation of which solutions are 

Hitherto, the tendency was to think of 
problem-solving in the organisation as 
the elevated province of managers and 
that the worker-bee’s job was to just do 

programme and senior management 
made time to listen to presentations by 

there were of course the skeptics but 

degree of buy-in and positive spin-
offs like team-bonding, acquiring new 
knowledge of analytical tools through 

to new empowering experiences like 
presentations of ideas by the rank 

INNOVATION IN THE
HOME TEAM – 
MORE THAN JUST WITS

IN THE HOME Team, our bottom-
line is to keep Singapore safe and 

help us better achieve our mission is 

context is an idea that is operationalised 
to bring about a practical change to 

only as ideas are not innovations 
regardless how attractively imaginative 

By this measure, the innovations 
in the Home Team – whether in terms 
of new products or change to process 
or business model – have been 
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Red Rhino was born in the Singapore 

3

Fire engines are not built in 
Singapore and except for the choice 
of colours – typically yellow or 

vehicles carrying a crew of 6 to 8 men 
and packed with a large water tank as 
well as all kinds of heavy equipment 

city environment like Singapore, 

and roads or lanes especially in the 
HDB heartland where 80% of its 

The solution they came up with was 
launched in 2000 – a sleek, all-terrain 

a dune-buggy – it was much smaller, 
lighter and easier to manoeuvre than 

exercise was conducted, inviting 
the public to name the new vehicle 

– it was eventually called the “Red 
Rhino” and became the signature 

a critical factor for successful 
innovation – leadership support.

knew the operational challenge or 

developing the solution and testing 

practical innovation, there was need 
for leadership support to secure 
access to resources to develop the 

Even more importantly, the 

which have been entrenched 
institutionally in the organisation for 

leadership saw the value of the Red 

engine, but as a valuable complement 
to it – a fast response force able to 
handle incidents which do not require 

which are larger and beyond the Red 
Rhino’s capacity to manage, a forward 
professional force which can take 
early mitigating action and make a 
professional assessment on the ground 

and what is needed to manage it, is 
invaluable to the operational planning 

incidents attended to in Singapore 
could be managed effectively by the 

“Even more importantly, the 
leadership boldly reviewed 
and refined fire-fighting 
practice and assumptions 

which have been entrenched 
institutionally in the 

ogranisation for most part 
of its long history”.
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turn, reduced the capacity of the water 
tank that needed to be borne on the 

Singapore’s built-up urban terrain, 

critical since access to water was not 
a problem given the availability of 
risers which is a building requirement 
and a network of hydrants at road 

– a dune buggy compared to a bus/
truck - also meant that the chances 

The story of the Red Rhino 

product, but also of process and even 

was the result of the work of a project 
team, the members of which the 
SCDF leadership carefully selected, 
and tasked in a very targeted and 

of the SCDF leadership to persist 
and drive the innovation to gain 
acceptance was crucial as there was 
initially strong resistance from the 
men, schooled as they had been, in a 

INNOVATION AND
INNOVATION

INNOVATION IN AN organisation 
can be broadly described as 
purposively pursued at least at two 

been called “incremental innovation” 
which involves mass participation 
typically via structured activities 

and the innovation focus is usually 

The second level is an older 
and more familiar form of top-
down organisational structure for 

has been called “radical innovation” 
– typically requiring specialists 
whether housed in a permanent entity 

technology development, strategic 

which are more complex and look for 
solutions which are strategic or for 
new knowledge or technology which 

trends and signals to anticipate the 
possible futures we may face – in the 
Home Team’s case, these are changes 



page 8 HOME TEAM JOURNAL

COVER STORY

which have deep implications to the 
Home Team’s prevailing ability to 
continue to achieve its mission in the 
future. Such changes if well analysed 
and understood, also typically offer 
critical opportunities for innovation. 

“The overwhelming majority 
of successful innovations exploit 
change.” “Systematic innovation 
therefore consists in the purposeful 
and organised search for changes, 
and in the systematic analysis of the 
opportunities such changes might 
offer for …innovation”4.

LEADERSHIP – 
THE MOST VITAL FACTOR
IN FOSTERING AN
INNOVATION CULTURE

THE QUALITY OF leadership at 
all levels in an organisation 
is the single most important 

factor determining the depth and 
extent of success of the innovation 
strategy in any organisation. Above 
all, it sets the tone and values in the 
relationship between supervisor 
and the supervised which can either 
inhibit or facilitate innovation. Is 
staff feedback welcomed? Are staff 

challenges that they see or face 
without risk of being misunderstood 
or embarrassed by being put down 
or rejected dismissively? Do 
we value the experience of our 

experience, especially by practitioners 
themselves? 

The WITs movement created an 

a set of approved structures which 
provided a “safe” channel for staff to 
surface problems, to analyse them and 
offer solutions. It sought to empower 
each individual regardless of his 
status in the organisation to take 
ownership of the performance of his 
work unit and not just of himself. It 
sought to cultivate values and habits 
of practice which fostered a culture of 
innovation in the public sector. The 
hope was to develop in time, thinking 

values of ownership and pride in their 
work and their organisation. 

The value of the innovation 
programme in the Home Team is 

innovation itself that would promote 

at work. It is even more important to 
promote the broader development of 
an innovation culture. This is more 
valuable than any single innovation. 
This is because invariably, such a 
culture means having developed 

are engaged. 
This is more critical today 

then ever before. An organisation 

placed to possess and exercise the 

survive disruptive operating and 



HOME TEAM JOURNAL page 9 

COVER STORY

environmental change, and to be able 
to overcome the surprises and critical 
challenges in their work that these 

Creating and rooting practices to 
develop such a culture of innovation, 
adaptability and receptiveness to 
change in the public service was a 

the reason why mass participation 

movement probably held more gains 
than losses, the decades that followed 

Participation became a chore and for 
many managers including those in 

a subject that merits deeper research 

the Home Team, what was clear was 

an end in themselves and led to a 

Form displaced substance; quantity 
5 The innovation 

movement in the Home Team, as 
elsewhere, became undermined by 
bureaucractic excesses and rigidities 
in the management of the programme 
itself, ironically the very thing – 

the movement and its programme 

REVITALISING THE
INNOVATION MOVEMENT
IN THE HOME TEAM

ONE SIZE DOES

Progress in the innovation 
journey among different people in 
different organisations is inevitably 

departments and their staff outgrew 

fruits, the next order of meaningful 
problems tackled are usually more 

extended time-lines than adherence 

Fortunately, these excesses 
and rigidities are recognised and 

the forms of innovation activity 
and hopefully lower the barriers to 

departments are today free to adopt 
and implement initiatives as well 
as to seek out, create and exploit 

realities of their organisation and 

have in recent years created their own 

with a keen interest in innovation-



page 10 HOME TEAM JOURNAL

COVER STORY

Divisions and Specialist Units with a 
special writ to challenge deep-seated 
assumptions as well as established 

effective when scenarios are different 

With the lifting of prescribed 
quotas or numbers for teams, we have 

of teams has been reduced, what is 

an increase from $1 million in 2008 

assessment, is a sign of quality and 
meaningful participation returning 
to the Home Team innovation 

6

annual Ministry of Home Affairs 

a platform to showcase new products 
and innovations developed by Home 

the event by combining it with an 

an experiment where MHA provides 
a platform to engage youths and 

students to generate innovations 

The new event was called the MHA 

students and representatives from 

Besides adding much energy and 

by youths allowed the mixing of ideas 

to engage youths - a key constituency 

tangible outcome was the opportunity 
for many of these raw ideas by the 

the help of Home Team mentors and 
7

Fund was set up in 2008 to provide 
funding to support those who have 

gives the Home Team innovation 
managers the means to support 

for funding and an inter-agency 

group, in turn, provides a practical 
platform to facilitate the sharing of 
experiences and the cross fertilisation 

the pipeline to serve as a central 
repository for all past successes and 
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provides opportunities for learning 
and networking with like-minded 

us to re-visit good ideas which for 
one reason or another could not be 

of the Fire Fighting Grenade which 
SCDF tested previously and found 
operationally effective but not cost 
effective, can be revisited periodically 
to see if and when new technology or 
changes in production pricing makes 

The Staff Suggestion Scheme 
– an old and low cost form of mass 
participation in the innovation 
programme – has continued to 

were received; higher than the nearly 

is an engagement instrument which 
has good potential for qualitative 

a degree of natural traction with 
Home Team staff and has a potential 
application value for crowd-

we can innovate the humble Staff 

INNOVATION – 
CONTROL AND THE
DYNAMICS OF BALANCE

INNOVATION IN ANY organisation, 
the Home Team included, cannot 
be a free-for-all pursuit backed 

purposive and invariably related to 
achieving the mission and objectives 

manage and direct the development 
of innovation efforts as well as the 
cultivation of the values and habits of 
innovation as part of organisational 
culture are as unavoidable as they 

The question is really about the 

form for management structures that 

innovation? For one thing, innovation 
should not be restricted to be 
achievable only via one form; it should 

Diversity is a valuable dimension of 

challenge for management should be 
how to exploit the positive value in 
this diversity as well as encourage 

The Home Team experience 
has been one where the old adage 
of necessity being the mother of 

many successful e-services which 

“Structures to manage and 
direct the development of 

innovation efforts as well as 
the cultivation of the values 

and habits of innovation 
as part of organisational 

culture are as unavoidable 
as they are necessary”
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developed were driven in part at least 
by the fact that many of these arose 

severe manpower crunch with no 
8 But what is the 

optimum level of pressure or tension 
that spurs staff to innovate rather 

demoralises them? 
Knowing the right balance of 

control and freedom, direction 
and free-play requires the exercise 

dynamics of history and people at 
work and the prevailing culture of 
the organisation helps make that 

instance, knowing how to articulate 
the new idea or innovation in terms 
familiar to the target user group 
or knowing who the key players 
among them you should convince 
and convert as early adopters to 
drive diffusion of the innovation, is 

Knowing the practical ground 
realities of the organisation and 
securing honest feedback from its 

innovation is therefore to go out 
10 This 

applies no less to the manager who 
is responsible for the innovation 
programme in his organisation 

The manager who oversees the 
innovation programme in the Home 
Team departments must realise 
that he is not exempt from the very 

his strategy and interventions to 
promote innovation, he needs to reach 
out, engage and listen to his intended 
audience, then make adjustments to 
the approaches conceived and watch 
closely how it takes root or otherwise 

be adaptive and innovative in the 
application of his programme and the 
formulation of strategies to keep in 
tandem with the changes that occur 
within his organisation and how staff 
relate to the different aspects of the 

innovate to keep innovation healthy 

ENDNOTES

1

Police scored the highest among respondents for 

2

per 100,000 population, lower than other cities 
like Hong Kong, London, New York, Tokyo 

Singapore as having the lowest number of crime 

Fire Statistics 2007 rated Singapore among 

World Drug Report 2008 that Singapore has the 
lowest annual prevalence for abuse of opiates, 

3 See article in this issue of the Home Team 
Journal titled “How the Red Rhino was Born” by 
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5

competition, any other analytical tool in place 
of the Fish-Bone chart would score no points 
regardless if the analytical approach used was 

6 One issue that needs to be addressed is the 
question whether or not, the kinds of problems 
and challenges in the Home Team today are more 
sophisticated and demand resources beyond a 

or not an innovation approach which relies on 

that they have run out of topics or issues at their 
work unit level to tackle as all the low hanging 

suggestions from across the organisation as well 
as posing problem issues by management and then 

can be a means of refreshing the well of ideas and 

7 One such idea is the development of an anti-

requirements are made based on actual feedback 

has three iterations and also sparked interests for 

8

conducted on-line now includes booking, changing 

entry permits, extension of short-term social 
visit pass application, visa and extension of stay, 

“For rapid diffusion of ideas to occur, 

enhanced when the new idea is articulated in a 
manner “compatible with existing frameworks 

10

Our cover story shares insights and lessons about managing innovation in the Home Team 

story is jointly written by Mr Benny Lim, Permanent Secretary, Ministry of Home Affairs 

EDITOR’S NOTES
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TECHNOLOGY IS STRONGLY

associated with the idea 

of technological advancement in the 
last few decades and the pervasive 
impact of technology on our lives, 

Terrorists today have access to 
many of the latest technologies and 

ahead of our adversaries, especially 
when faced with tight resource 
constraints such as manpower, 
the Home Team must leverage on 
technological innovation as a key 
strategy to raise productivity and 

We must constantly adapt to 
the fast-changing technological 
landscape and ensure close 

This requires a strong leadership 
to build an adaptive and innovative 
culture that can respond rapidly 

tools, rules and discipline to 
generate, evaluate and experiment 

ideas, identifying new opportunities, 
exploiting new technologies are not 
solely managerial tasks, but are also 

To leverage on technological 
innovation, the Technology and 

has developed and implemented 
a Strategic Technology Planning 

process that brings together relevant 
Operational and Technology 

the entire technology value chain 

close ops-tech collaboration, 
Strategic Technology Planning 
helps to ensure that the Home 
Team adopts new technologies that 
can meet its challenges effectively 

Technology Planning are as follows:

MR. CHEN TZE PENN, MS. TEO MUN ENG
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efforts, resources and funds

of technology by the 
Home Team 

expertise within the Home 
Team, and

Team harness technologies 
applicable to their operational 

The Ministry’s Enterprise 
Architecture Governance Council is 
the Steering Committee that drives 
and provides direction to MHA 

is chaired by Deputy Secretary/
Security and comprises the Deputy 
Heads of Departments and the 
Senior Directors of the Technology 

The Strategic Technology Core 

primary focus is on technologies 
with potential impact across the 
Home Team while at the same time 
maintaining oversight of technology 
trials that are undertaken by the 
respective HTDs to serve their 

STRATEGIC TECHNOLOGY
PLANNING PROCESS

THE STRATEGIC TECHNOLOGY

Planning process consists 

Scope, Track, Prioritise, Evaluate 
and Encourage Adoption1

from the vast and ever-changing 
array of technologies available for 
consideration for deployment by the 

below depicts the iterative nature of 

Stage 1: Scope

THE MAIN PURPOSE of this stage is 
to provide focus for Strategic 
Technology Planning by 

identifying technologies which are 

this stage, the STCT also helps the 
HTDs understand how emerging 
technologies can and will shape 
their business models, operations 

to the Home Team’s broad strategic 
directions, and to meet the respective 

Fig 1: Five-Stage Process of the Strategic 
Technology Planning
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HTDs’ operational needs, the STCT 
uses the following key inputs to this 
stage of the planning process:

Guidance

or mature but have yet to 
achieve their potential level 

which might be useful to 

depicts how the above inputs are 
simultaneously used to facilitate Stage 

The outcome from Stage 1 is 

be of operational importance to 

be further categorised for the 
respective Technology Clusters to 
conduct a more focused evaluation 

As part of the effort to identify 
new technologies of interest to 
the Home Team, the STCT forms 
new Technology Clusters and also 
reviews existing ones to ensure their 
relevance to the changing business 

One of the biggest challenges 
in this stage is the daunting task of 
sieving through reports by the various 
vendors claiming superiority for 

product positioning and levels of 
technology complexity can inhibit 

of emerging technologies are often 

The STCT relies heavily on 

and advisory services’ vendors to 
reduce the amount of time spent in 

TECHNOLOGY CLUSTERS 
IN STRATEGIC 
TECHNOLOGY PLANNING

TECHNOLOGY CLUSTERS ARE

formed to carry out the 
remaining stages of the 

Strategic Technology Planning 

plays a crucial role in ensuring the 
successful execution of Strategic 
Technology Planning in the Home 

Technology Clusters have been 

Technology Planning Process
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Video Analytics – covers 
technologies associated with 
the analysis of video images 
in order to detect individuals 

C l u s t e r  a l s o  l o o k s  a t 
technologies that aid in image 
processing as well as video 

T r a c k i n g  –  c o v e r s 
technologies associated with 
the tracking of persons and 
assets, as well as location-

technologies  under  this 
Technology Cluster  are 
grouped under 3 categories, 
namely island-wide tracking, 
localised tracking and routing 

Business Analytics – 
covers technologies associated 
with the continuous iterative 
exploration and investigation 
of past business data to 
gain insights, guide planning 
and make decisions 
through statistical and 

Communications – covers 
wireless communications 
technologies needed to facilitate 
effective voice and data 

i.

ii.

iii.

iv.

Modeling, Training and 
S i m u l a t i o n  –  c o v e r s 
technologies related to the 
exploration of modeling, 

we look at different types of 
systems which can range from 
advanced systems that have 
integrated live and virtual 
environments to task level 

Each Technology Cluster 
comprises one STCT member, 
technology representatives from 
the HTDs’ Technology Divisions 
and operational representatives 

HTD operational representatives are 
responsible to provide the business 
requirements and to facilitate 

Stages 2 to 5 of the Strategic 
Technology Planning are carried out 
by the Technology Clusters in the 
following manner:

Stage 2: Track

TECHNOLOGY TRACKING INVOLVES

scanning and watching for 
new technology developments 

within each Technology Cluster, 
and capturing information about the 
associated emerging technologies in 
a format that facilitates subsequent 

v.
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comprising the following attributes:

technology
Business applications

Potential business champion, 
and
Home Team Departments 
interested/investigating this 
technology
Leading vendors
Costs

inputs for the subsequent stages of 
Strategic Technology Planning as well 
as a source of valuable information 

Stage 3: Prioritise

THE OBJECTIVE OF prioritisation 
is to select a subset of the 
emerging technologies within 

the Technology Cluster that look the 

Stage 2 manageable, they can decide to 
skip this stage and proceed to the next 

Level of Maturity 
Level of Disruption 

1. Level of Maturity 
(High, Moderate, or Low)

a. High
The established business case 
in using the technology is 
clear and there are numerous 
examples of mass adoption of 

b. Moderate
There are some clearly 

the technology where the 

problems encountered with 

c. Low
The technology is most likely 
applied in demonstrations, 
prototypes and pilots with few 

Technologies that score high on the 
level of maturity will be of immediate 
interest to the Technology Clusters for 
them to evaluate the potential areas of 

2. Level of Disruption 
(High, Moderate, Low)

a. High
As an example, this could mean 
that a complete replacement 
of network, hardware, 
and software or business 
infrastructure is needed in order 
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b. Moderate
Adoption of the technology 
only requires replacement 
of some elements of the 

c. Low
Adoption of the technology 
requires only minor 
modifications or additions 
of specific applications, 
workstations, peripherals or 

3. Benefit to the Home Team 

a. Transformational
The technology enables 
totally new ways of operating 

improvement in the Home 
Team’s key performance 

b. High
The technology enables some 
new ways of performing 

in Home Team resulting in 
improvement in the Home 

c. Moderate
The technology provides 
incremental improvements to 
established processes in the 
Home Team resulting in some 
improvements in the Home 

Low
The technology provides 
little or no improvement to 
established processes in the 
Home Team and hence will 
not result in any improvement 

be harnessed are those that are 

it is of utmost importance to put 
resources into technologies that can 
potentially transform the way the 

The outcome of this Stage is the 
selection of a subset of the emerging 
technologies within each Technology 

Technology Cluster will seek the 
necessary funding to evaluate these 

of funding are available, one of which 

Stage 4: Evaluate

THE PURPOSE OF this stage is to 
investigate the list of prioritised 
emerging technologies in order 

technology and to determine whether 

Depending on the availability of 
resources, the Technology Cluster 
can decide on whether to kick-
start evaluation on all prioritised 
technologies or start with only the 

evaluation project team under the 
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Technology Cluster will be formed 

The project team comprises of both 

This enables operational users’ 
inputs to be immediately taken into 
consideration at the technology 

rate of success from a technology trial 
leading to an effective deployment 

formation of project teams that 

The key deliverable from an 
evaluation activity is a decision as 
to whether or not to proceed with a 

At the end of the evaluation, the 
team may recommend one of the 
following outcomes:

deployment;

with a different application or 

tracking stage until it matures 
further; or

the portfolio of technologies 

A decision not to proceed with the 
deployment of a technology should not 

Home Team considerable downstream 
expenses and unnecessary challenges 

by establishing key facts about a 
technology early rather than after the 

For technologies that are found 
suitable for adoption, the next stage is to 

Stage 5: Encourage Adoption

TH E A C T I V I T I E S A S S O C I A T E D

with encouraging the use of 
technologies can include:

a. Education and Promotion
This  involves  creat ing 
awareness of the technology in 
the Home Team, what value it 
brings to the Home Team and 

b. Facilitate Procurement/
Implementation

the typical requirements 
and standards for using 

will be established in the 
Technical Architecture 
under the MHA Enterprise 

Depending on the needs 
and circumstances, there 

are several approaches to 
conducting the evaluation 

and these can include 
paper investigations, trials, 

prototyping and pilots.
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Architecture to facilitate 
system interoperability and 
faster deployment of new 
technologies as HTDs do not 
need to grapple with varying 

c. Removing Obstacles
to Adoption
This involves examining if 
there are any obstacles, such 
as operational or technical 
challenges that can hinder 
adoption and to identify 

BENEFITS OF STRATEGIC 
TECHNOLOGY PLANNING

HAVING A STRATEGIC Technology 
Planning process in the Home 
Team has smoothened the way 

of emerging technologies that are useful 

Strategic Technology Planning has 
brought about the following for the 
Home Team: 

a. Closer collaboration
Co-ordinating technology 
scanning activities across 
the HTDs has minimised the 
duplication of efforts and 
enabled HTDs to leverage 
and build on the successes 

also allows decisions about 
the technologies to be made 
based on an alignment with 

the Home Team strategies 
and goals while ensuring that 
individual HTDs’ business 

b. Information Sharing

through the Technology 
Clusters and STCT and in 
this way is made available 

Technology Planning Website 
to further facilitate the sharing 
of information so that the 
HTDs can easily keep abreast 
of the types of emerging 
technologies which are being 
evaluated and the kind of 
evaluation which have been 
or will be conducted in the 

of the website include tools 
to manage the technology 
exploration of HTDs and 
Technology Clusters, as 
well as to share technology 
watchlists and evaluation 

c. Cost Savings
With a common front to 
engage the technology 
vendors, the Home Team is 
also able to avoid duplication 
of efforts in evaluating a new 
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TECHNOLOGY CLUSTER 
TRIALS

MA N Y T E C H N O L O G Y T R I A L S

have been carried out by the 

are some highlights:

a. Business Analytics 
Technology Cluster

i. Central Narcotics Bureau 
(CNB) Trial on Drug Offences.
This trial looked at combining 
various CNB data sources, 
namely databases, excel 

to get a holistic view of drug 

The trial has proven that the 
deployment of the business 
analytics tool can result in cost 
savings as data/information 

can be readily available at the 

need for time-consuming report 

tools can enable the portability 
of information as the dashboard 

The trial also showcased the 
ability for analysts to uncover 
possible reasons behind the 
drug offence trends in the 

example, analysts are able to 

Fig 3: Strategic Technology Planning website

Analytics dashboard
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drill into the data to identify 

spikes in offence trend 
for a particular drug type 

offences from a particular 

trial has been successful in 

of the business analytics 
software, such as dashboard 
and statistical analysis, to the 

ii. Ministry HQ’s trial 
on the effectiveness of 
corporal punishment using 
Prisons Services’ (SPS) 
operational data. 
This trial employed more 
advanced data mining 
capabilities to analyse, compare 
and study cohorts of ex-offenders 
who were imposed with and 

  The trial was able to show 
the basic trends of offender 
behaviour as well as the 

  The analysts employed 
correlation analysis on the 
available data, for example, to 
identify the most likely factors 
contributing to repeat offender 

will be helpful to assist MHA in 

predictive modelling capability 
enabled analysts to identify “high 
risk” offenders who were more 

  Together with other data 
mining capabilities, such as 
pattern discovery, the trial has 
proven that the data mining 
tools can enhance the depth 
of researchers’ analysis on 

results can in turn be used 
to aid policy making and 

Fig 5: Sample Business Analytics dashboard to show trend and forecasts
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b. Video Analytics 
Technology Cluster 

i. Mobile Automatic Vehicle 
Screening System Trial. 
This trial evaluated the 

effectiveness of mobile 

Automatic Number Plate 

The limitations of such mobile 

ANPR systems and the effects 

of environmental lighting and 

weather on ANPR accuracy 

were tested and these included 

interior and exterior mounted 

  The mobile ANPR system 

will enable our frontline 

vehicles passing by the Home 

Team’s fast response cars and 

successfully completed, and 

SPF is currently evaluating the 

approach to implementing the 

ii. Video Content Search 
(VCS) Trial. 
This trial aimed to determine 

software can be applied to 
video footage taken from 
existing close circuit television 
cameras used for general 

software was tested for its 
ability to search through video 
footage for objects based on 

through large volumes of 

This will help to narrow down 
their search and reduce search 

insights into the capability of 
the software in using existing 

c. Modeling, Training and 
Simulation Technology Cluster

THE TECHNOLOGY CLUSTER

is working closely with 
the Singapore Civil 
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explore an integrated live and 
virtual environment training and 
simulation
training and simulation system 
will allow the HTDs to train in 
realistic environments which are 
costly or impossible to create in real 

of training can also be increased 
and the actions of all participants 
can be recorded for post-
training reviews, thus raising the 

CONCLUSION

THROUGH THE STRATEGIC Technology 
Planning process, the Home 
Team can operationalise 

its key strategy for leveraging on 
technological innovation to meet the 
daunting challenges of Homeland 

Technology Planning provides 
a systematic way of identifying 
technologies that can act as force 

takes into account operational needs 
and marries these with emerging 
technological capabilities to help 
MHA achieve its mission of a safe 

REFERENCES

Process is adapted from Gartner Research 
article - ‘STREET Framework Applies to 

coordination with all the departments in MHA to ensure that their operations are well 

EDITOR’S NOTES
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THE CONVENTIONAL FIRE engine 
is indispensable for handling 
major incidents such as larger-

However, the development of modern 
high-rise residential and industrial 
buildings and estates in Singapore 
gave rise to entry and access 

storey car parks, sheltered pedestrian 
walkways and narrow vehicular 

This in turn placed severe 
limitations on the conventional 

them to gain entry using narrow, low 

going off the road in order to attack 

INNOVATION – 
FROM IDEA TO PRODUCT

SCDF MANAGEMENT DIRECTED

a study of the problem and 

there was a generally well developed 

standards were comprehensively and 

A robust inspection regime by SCDF 

and commercial establishments in 
Singapore were exceptional and not a 

incidents showed instead that 

residential apartments in the public 

was a trend of consistent increase in 

network available in Singapore, the 

raised the practical possibility of a 
smaller operational vehicle with a 

This was not a new direction 
in the development of operational 

MR. TEONG HOW HWA
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introduced to allow for a speedy 

had obvious limitations in terms of 

tapped from an external source at the 
incident site itself, bikes could not 

pragmatic direction to pursue – a highly 

that can complement the existing 

The SCDF leadership established a 
project team composed of selected 

possibility of having a custom-built 
all-terrain vehicle with an aim to 

The project team worked with 
industry players and developed the 
concept and operational and technical 

The SCDF team also worked out the 

required to carry based on the kind of 

the chassis of what was essentially a 
vehicle heavier than standard vehicles 

analysed for the prototype and the 

Field testing was conducted and all 

deployed at Bt Timah and Ang Mo 
Kio Fire Stations, which have a high 
proportion of residential houses, to 
assess the performance of the prototype 

SCDF management assess that these 
stations had commanders who were 
willing to try out the proto-type and to 

was a success as the appliance was 

spaces, mount curb and accelerate on 

CAPABILITIES OF THE
RED RHINO VIS-À-VIS
THE STANDARD FIRE
ENGINE/PUMPER

THE RED RHINO is much smaller 

terms of operational performance, the 
Red Rhino’s water pumping capacity 

However, the capabilities provided 

IMPACT OF THE
RED RHINO

WITH THE RED Rhinos, a
valuable operational option 
was made available to 

SCDF to match response with 
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a combination of resources could also 

Based on the statistics over the 
last few years, the Red Rhinos has 
proven to be highly effective in 

rescue incidents are handled by the 

Traditional Fire 
engine/ Pumper

Red Rhino 
(1st generation)

Red Rhino 
(2nd generation)

Water 
tank size

3600 litres 50 litres 50 litres

Pump 
capacity
(up to)

2000 litres per minute 2000 litres per minute

Chassis 
Size

than the 1st

This was made possible 
with the introduction 
of a smaller and lighter 
water pump which is 
able to deliver the same 

Main 
features

Full range of rescue 
equipment including 
those for height rescue 
like ladders
Fixed water monitor 
head

•

•

Selected rescue 
equipment including 
forcible entry tools, 
hydraulic cutter and 
spreader
The ability to maintain 
pumping operations 
while the vehicle is 
mobile
 Detachable water 
monitor head

•
•

•

•

Selected rescue 
equipment including 
forcible entry tools, 
hydraulic cutter and 
spreader
The ability to maintain 
pumping operations 
while the vehicle is 
mobile
Detachable water 
monitor head

designed to enhance 
safety with features 
like roll over cages, 

optimised centre of 
gravity

•
•

•

•

•
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A positive spin-off arose when 

Red Rhino proved instrumental to the 
creation of a new forward deployment 
arrangement – the establishment of 

times depended much on travel speed 

in Singapore roads made this more 

this problem and became strategically 
located extensions to conventional 
Fire Stations in order to reduce 

The SFPs are located at the void 

establishing a SFP is just 10% that of 

Rhino can be parked at any normal 
parking lot without inconveniencing the 

FURTHER ENHANCEMENTS
– RED RHINO 2.0

IN 2009, THE Red Rhino underwent 

The newly designed Red Rhino, 
is aimed to enhance the vehicle’s 

Year

Total No 
of Fire 

Incidents

Fire 
Incident 

attended by 
Red Rhino

Total No 
of Rescue 
Incidents

Rescue Incident 
attended by Red 

Rhino
2007

2008 2371

5235 2508

accessibility to even tighter and narrower 
spaces while improving vehicle safety 

result is a product which is 10% smaller 

equipment which is more portable in 

cutter equipment, previously powered 
by an on-board power unit, is now 
battery operated to allow greater 

CONCLUSION

AT THAT TIME, the idea of 
developing a new vehicle 
totally different from the 

existing appliances in service 

The notion of omitting the water 
tank totally was also felt to be 

The then Commissioner of SCDF, 

“The end result is a product 
which is 10% smaller 

and 40% lighter than the 
original version.”
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project team to re-visit and challenge 
the norms and assumptions of then 

team to break tradition and conceive 
of the idea that eventually led to the 

introduction, the Red Rhino has 
proven to be the SCDF’s staple 
solution to combating nearly half of 

such as PS21 ExCEL Convention 

the most recognisable “persona” that 
the Singapore public has come to 

First generation of Red Rhino developed in 2000

EDITOR’S NOTES



HOME TEAM JOURNAL page 31

FEATURE ARTICLES

INCREASE IN DEMAND 
FOR VISITOR SERVICES

FOREIGNERS CALL ON the 

range of services from the extension 
of stay to the application of long-

years, the visitor base has grown 

to the Singapore government’s efforts 
to promote the country as a tourism, 
education and medical hub and 
Singapore’s naturalisation efforts to 

The increase in demand for visitor 
services is amply evident in the rise 

an increase of 186 % from 220,000 
applications in 2003 to 630,000 

increase in demand for visitor services 
resulted in a perpetual crowd at the 

challenges, the idea of developing the 

WHAT IS THE eVISTOR 
PROGRAMME?

THE eVISITOR PROGRAMME is a 
unique, integrated suite of 
online services to cater to the 

varied needs of increasing demand 
for visitor immigration services in 

is interfaced with validation portals 
and border control systems to provide 
visitors with a totally seamless 

stay in Singapore by providing 
online immigration services ranging 
from their application of entry 
visa and application of additional 
facilities whilst in Singapore to their 

2 shows the slew of the key online 
services available in the programme 
and how they are interfaced and 
integrated to achieve the ease 

MR. DAVID LEE TAI WEE
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SERVICE INNOVATION

PR E V I O U S L Y,  M O S T O F the 

accessed by customers 

These physical channels required 
comparatively more resources than 
that of the self-service and virtual 

minimise the physical channels 

need to leverage on technology 
to bring service into the ‘virtual 
world’ and to engage and empower 
partners to provide alternative 
“service windows” in order to bring 
convenience and added value to 

was not merely replicating the ‘old 
or physical procedures’ into the 

radical thinking, challenging 
entrenched ways and paving new 

questions were asked before 
embarking on the Programme 

– Why should security and service 
be mutually exclusive? Why can’t 
both be achieved together? Does a 

first place? Do we need to have 
sight of his passport? Do we need 
to make physical endorsements on 
the passports? Can we work with 
partners to extend our presence 

OUR VALUE PROPOSITION

Innovative and Novel 
Approach – Manual versus 
Online Process

IN THE PAST, visitors who applied 
for a short extension of stay in 
Singapore would need to visit 

before submitting the application 

sponsor could expect to spend almost 

waiting for an outcome which comes 
in the form of a physical endorsement 

over a 3-year period
Figure 2 – Key Online Services under 
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an online application portal called 
eXtend
Programme to facilitate short-term 

most foreign visitors were genuine 
and that they were generally of 
lower immigration risk compared to 
customers applying for long-term 

a radical approach in designing the 
eXtend portal by doing away with 
steps and requirements that were 
traditionally required by immigration 

included doing away with the need 
for having a local sponsor and doing 
away with the need for the applicant 

did away with the old established 
practice of granting the outcome of 
stay via a physical endorsement in the 

eXtend portal
was introduced, almost overnight, 
tens of thousands of visitors and 
local sponsors no longer needed 

the application form to apply for a 

for extension in the comfort of his 
accommodation, at any time of the 

eXtend

While handling the intricate 
aspects of staff sentiments in moving 
on to the new platform, we also had 
to manage the shift of staff mindsets 
to the new mode of delivering 
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immigration services to visitors 

face-to-face checks for appearances of 
the visitor, checking on his passport 
and physical supporting documents 

User-Friendly and Hassle-Free

THE SYSTEM WAS designed to be 

The customer only needs to 
key in 5 data points for the online 

the past where they were expected to 

All the particulars of the applicant are 
instead obtained from the checkpoint 

particulars of applicant, a scanned copy 
of his/her travel document’s bio-data 

The eVisa system is another 
online service introduced under the 

an innovative and novel approach, 
challenging conventional wisdom 
that a visa must only be issued in the 

eVisa, the local 
contact and applicants no longer need 
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to queue up to collect the approved 

the approved visa online anytime/

Faster Turnaround Time 
for Applications

LIKE THE SLEW of online services 

the eXtend and eVisa are 
equipped with a customisable, 
complex rules engine so that it can 
automate the decision-making for 
legitimate cases using the retrieved 

eXtend
will return a result that the applicant 
can receive the approval online within 

Targeted Approach and 
Enhanced Security

DESPITE ITS FRONT-FACING, service-

Programme was designed with 

The introduction of online services 

opportunity to introduce ‘auto-rules 

risk applications for closer scrutiny, 
while allowing the ‘remaining’ – 
aboveboard cases – to be approved 

This redeployment of limited 
manpower resources to process the 
more complicated and higher risk 

improves border security, particularly 

endorsements on passports during 
departure to verify whether a visitor 

endorsements are reproduced in 
Figure 5 to illustrate the challenge of 
telling the well-forged endorsement 

An important feature of eXtend
over the traditional process was doing 
away with the physical endorsements 

When the visit pass extension is given 

systems would also be updated of 

only needs to produce his passport 
and disembarkation-embarkation 

physically check extension stamps to verify 
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system will automatically validate/
verify whether the stay is legitimate 

eXtend, there is no endorsement, and 

reservations and raised concerns 
on how to check a foreigner’s stay 
if there is no physical immigration 
endorsement in the passport, the 
Programme’s implementation revealed 
the advantage of verifying the 
immigration status of a foreigner 

foreigners in Singapore on the streets 
can convey the person’s passport 

is far less likely to be compromised 

Hence, by doing away with the 
physical endorsement on the passport 

instead, the Programme has reduced 
the opportunity for syndicates to use 
forged or tampered endorsements 
to facilitate the entry or departure of 
undesirables and prolonging their stay 

the integrity of the system ensures 
data shown in the system is tamper-

free compared to the integrity of the 
information endorsed or printed in 

greater reliance on the data residing 

The same concept of using online 

examination is applied to eVisa,
where the status of a visitor’s visa 
can be checked online by the airlines, 
instead of relying on physical visa 

Integrated and Seamless Service

THE eVISITOR PROGRAMME

meets the increase in 
demand of visitor services 

not only through automation, but 

application portals online, visitors 

access immigration services without 
the need to increase manpower and 

For long-term stay visitors 

complete their biometric enrollment 

again make a return trip to complete 
formalities, and collect the LTP 

to apply for automated clearance 
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facilities, he/she would have to 

total, the applicant may have made 

apply for a long-term pass, collect 
the long-term pass and sign up for 

Applications can be done online 
and upon approval, applicants can 
make an e-appointment to come to 

When collecting long-term pass 
card, applicants will automatically 

applicant effectively only makes 

able to enjoy automated clearance 

As a result of the crowd 
reduction and the electronic 
appointment booking system, 
the waiting times have reduced 

the waiting time to complete 
formalities for the issuance of a 

Pass was significantly slashed 
– from many hours to less than 30 
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ENGAGING PARTNERS TO 
CREATE ALTERNATIVE
SERVICE WINDOWS
– BRINGING SERVICE TO 
THE DOORSTEP

THE EVISITOR PROGRAMME

provides an opportunity for 

partners to create alternative service 

The review of existing services 
showed that not only can services be 
virtualised – they can also be handled 

As a direct effect of this 

with Singpost to provide online 
assistance for visitors who need to 
access the slew of online services 

is especially beneficial for visitors 
who are not tech-savvy to apply 
for online immigration services 

Singpost will help the interested 
visitor apply for an extension of 

the need for applicants to come to 

the number of potential ‘service 
windows’ significantly – there are 
62 Singpost outlets that provide 
such immigration services, and 
some of them even operate 7 days 

partners to create new value for their 
customers by ‘empowering’ them 
with access to apply for immigration 

visitors – international patients 
who come to Singapore for medical 
treatment previously are required to 

receiving treatment they would 
have to apply for extension of stay 
personally should their treatment 

also have to do the visa applications 

Previously, the local contact 
or visitor is required to produce 
documents/medical memo from the 
local doctor or healthcare player 
to support the visa application or 

cases contacted the doctor/healthcare 
provider to ascertain if the documents 

Programme, local hospitals and 

to alternate service windows to expand and extend 
the reach of our eServices
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healthcare providers can apply a visa 
or extension of stay not only for their 
patients, but also his caregiver and 

application and extension of stay for 
medical tourists both convenient and 

of the paperwork and can fully focus 

hassle free approach has given our 
hospitals and healthcare providers the 
extra edge to draw medical tourists 
to Singapore and help augment 

“With all these time and 
cost savings, we are able 
to channel our marketing 

efforts to promote Singapore 
as the ultimate choice for 
International Patients to 
seek treatment…. They 

need not worry about these 
[immigration] matters.”

Raffles International 

Patients Centre 

Raffles Medical Group
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IMPACT

Improved Public Perception

THE INTRODUCTION OF

Programme has shown an 
improvement in the speed of 

services and public perception of 

customer satisfaction results arising 
from a survey by Forbes over 3 

Reduction of Crowds at 
ICA Building

THE IMPROVEMENT IS even 
more apparent by the easing 

drastically reduced the crowd 

an average of 2,500 visits per day 

to a reduction of 1.5 million trips 

Cost Savings/Avoidance

THE IMPLEMENTATION OF the 
Programme has helped achieve 
cost savings and cost avoidance 

million savings per year by 
doing away with physical visas, 
postage costs etc when the 

cost avoidance of up to $2 million 

otherwise be incurred to beef 
up manpower resources, expand 
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infrastructure /imputed rental costs 
to meet the increased demand for 

Moreover, customers were able 

in terms of transportation costs 
as they could now make either 

for their immigration facilities – 
instead of making multiple trips in 

Enhanced Security

BY LEVERAGING ON technology 
to process cases with 
minimal human intervention 

and a faster turn around time, 
we were able to redeploy about 
15% of the total staff strength 

to handle higher risk cases and 

in the detection of cases of double 
identities and dubious applications 

AWARDS & ACCOLADES

THE eVISITOR PROGRAMME

has won numerous awards, 
including the prestigious 

FutureGov/ Government Technology 

competition featuring the best from 

in other international and national 
competitions:

Awards Winner 2008
Recipient, Minister National 

Finalist UN Public Service 

•

•

•

•

•
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INSPIRING CONFIDENCE 
IN ALL

IN CONCLUSION, THE

h a s  s i g n i f i c a n t l y 
enhanced service delivery 

to their doorsteps by working 
with partners to provide numerous 
‘alternative service windows’ to enhanced security while supporting 

This journey has also boosted staff 
morale by encouraging better work-
life balance with less need to work 
overtime since work processes have 

Programme is recognition of the 
excellent service consciousness and 

role as a world-class border security 

renders services delighting the public 

“This journey has also 
boosted staff morale by 

encouraging better work-
life balance with less need 

to work overtime since 
work processes have been 
reduced and streamlined.”

EDITOR’S NOTES
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MR. LOH PHIN JUAY 

CYBER-ESPIONAGE IS THE theft 
of information, in particular 
c l a s s i f i e d  g o v e r n m e n t 

GhostNet in March 
1 underscores the seriousness of the 

cyber-espionage threat in today’s wired 
GhostNet

found that over 1,000 computers 
belonging to various government 

that contained malicious software, or 

GhostNet
This form of cyber-espionage is 

refers to a malware that appears to be 
legitimate but facilitates unauthorised 
remote access to compromised 

Trojan attacks depend primarily on 

malware to circumvent computer 
security detection and to execute the 
orders of its controller, a successful 
attack usually also involves crafty 

techniques are aimed at masquerading 

the attacker’s malware delivery as 

as coming from a trusted source or 
enticing the recipient with interesting 

web-link to be directed to a malicious 
website, the malware is activated and 

The attacker can then gain remote 
access to the system and will be able 

victim’s computer, monitor the victim’s 
activities so as to gather passwords 
and other sensitive information, or to 
spread malware to others by posing 

that when protecting systems against 

software and hardware can substitute 
for user vigilance when confronted with 

Trojan email attacks are not new 

2005, the Singapore Government saw 
several waves of Trojan email attacks 
which were commonly referred to 
as the Trojan Riler2

waves of attack over a span of 2 years, 
civil servants in several ministries 
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typically contained relevant news and 

to entice the recipients to open up the 

Such attacks are opportunistic 
and often leverage on the window of 
opportunity resulting from unpatched 

adopting a holistic approach towards 

cautious assessment and evaluation of 
the potential risk, at times, taking into 
consideration the worst-case scenario 

sound safeguards and controls could 
then be built in to prevent loss of any 
sensitive data even if the systems 

TROJAN ATTACKS DURING
APEC 2009

IN THE LEAD-UP to the recently 

APEC
held in Singapore, purposely crafted 
emails from attackers impersonating as 

of various APEC economies, with the 

were at least 7 waves of attacks between 

attacks were highly targeted, focusing 
on members of the APEC Organising 
Committee and APEC delegates whose 
email addresses were published on 
various APEC websites, or found within 

attack, the perpetrators sent an email 
warning Singapore civil servants 
involved in the APEC meetings of 

perpetrators further provided photos 
of supposed terrorists in a Microsoft 
PowerPoint document which was 

played on the heightened security 
consciousness of the government 

malware, thus infecting the targeted 

was repeated in at least one other 

but using a different subject matter and 
using an Adobe PDF document to host 

engineering techniques were again 
used, but in a slightly different way, 
to try to trick APEC delegates into 
opening an email and executing an 

this attack surfaced that legitimate 

meetings was exploited to craft the 

as a cloak of legitimacy, in this case, 
details of an actual APEC symposium, 
the perpetrators masqueraded as a 

“There were at least 7 waves 
of attacks between September 

and November 2009.”
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Thinking that the email was genuine, 
APEC delegates who opened the email 
and its attachment had their computers 

MALWARE ANALYSIS: 
BEHAVIOUR AND 
COMMUNICATION PATTERNS

THE MALWARE USED in 
these attacks were highly 
sophisticated and stealthy 

enough to evade the detection of 

of the malware surfaced that the 
Trojan would call back to the attack-
control server on a regular basis 

instructions were received, more 
malware would be executed on the 

the compromised computer, monitor 
its activities and communications, 
obtain usernames and passwords, and 
essentially take full control of the 

PROFILE OF PERPETRATORS: 
INTERESTS AND TECHNICAL 
CAPABILITIES

THE PERPETRATORS WERE interested 
in contact information such 
as emails, Microsoft Word, 

PowerPoint, Excel and Adobe PDF 

useful intelligence, these documents 
were also likely useful for the social 
engineering required for subsequent 

interested in obtaining usernames 
and passwords for web-forums and 
webmail services; they executed an 
application to extract cached email 
passwords from a number of email 
clients such as Microsoft Outlook, 

scanned the infected system’s network 

services running and programmes 
installed, so as to understand 

Understanding such vulnerabilities 
would facilitate the perpetrators in 
executing attacks on other computers 

The perpetrators were technically 
savvy and demonstrated security 

their traces in the infected computers 

they also established anti-tracking 
operational set-ups, for example, their 
control servers were registered with 
fake names just prior to the attacks, 
and likely to be used purely for 
controlling the Trojans and discarded 

Analysis of the communication 
between the malware and the control 
servers led to dubious domain names 

SITSA’S ROLE IN MITIGATING
THE APEC TROJAN ATTACKS

SINGAPORE INFOCOMM TECHNOLOGY

as  t h e  d e d i c a t e d  a n d 
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specialist authority undertaking 
the responsibility of operational 

for cyber security within the 
government sector, to identify the 
relevant malware characteristics 

incident response activities while 

on investigating the attacks and 
addressing other potential threats 

example, some of the malicious 
emails contained details of actual 

attackers’ access to such information 
could potentially threaten the smooth 

of information was promptly shared 
with other security agencies to ensure 
that any potential threat was properly 

CONCLUSION

IN THIS INCIDENT, the Singapore 
government suffered minimal 
damage, and this was due in part 

to lessons learnt from previous cyber 
incidents and also the close cooperation 

The cyber-threat landscape is ever-
evolving and we will not be seeing 

and complacency may bring about a 

While it is not possible to prevent 
100% of all attacks from succeeding, 
the key to minimising and mitigating 
this increasing number of sophisticated 
attacks and its consequences is a 
holistic strategy that involves the 
cooperation of all stakeholders, in 
particular system owners, who must 

best practices because of reasons such 
as user-convenience and the ease and 

EDITOR’S NOTES
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OUR HUMBLE BEGINNINGS

IN 1997, THE Computer Crime 

as part of the Commercial Crime 

Tong Sen Street with only four 

With rapid development of 

CCB evolved to become the 

2000 before it expanded to become 
the Technology Crime Division 

as an investigation, response and 
computer forensic processing entity 

Today, the TCD consists of the 

and Technology Crime Research 

cry from when we started as CCB 

the Computer Misuse Act while 
TCFB serves as a technology 
forensics processing entity to aid 
SPF and other local law enforcement 
agencies in the criminal investigation 

staff authority on technology forensic 

formed with the objective to tackle 

TCFB’S VISION

TCFB ENDEAVOURS TO be the 
cutting edge in technology 

premier unit in technology forensic 

MS. CONNIE SEEK

Technology Crime Forensic Branch at 
Police Cantonment Complex
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ORGANISATION SET-UP 
OF TCFB

TCFB IS A very small branch 
that is made up of only two 
teams of technology forensic 

examiners and Technical Support 

an OC Team who also assists Head 
TCFB to plan, oversee, provide 
leadership, and devise strategies and 
counter-measures for the overall 
operational effectiveness of the 

CORE CAPABILITIES 
OF TCFB

TCFB HAS FOUR capabilities 

Forensic, Mobile Phone 

TCFB has adopted the various 
best practices from other law 
enforcement forensic experts and 
agencies over the years such as 
the Association of Chief Police 

handling of electronic evidence in 
maintaining a proper chain of the 
exhibit custody, and to ensure the 

What Is Computer Forensics?

COMPUTER FORENSIC WAS

preservation and analysis of 
electronic data found in computers 
and digital storage mediums in a 
systematic and scientific manner to 

and extract evidences from storage 
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devices such as hard drives from 
desktops, laptops and portable 
devices such as thumb drives and 

TCFB uses a variety of 
commercially available computer 
forensic softwares to conduct 

the common computer forensic 
requests that TCFB received 
includes: 

Retrieval of ‘live’ and 
‘deleted’ documents/pictures/
videos of various formats;
Retrieval of internet activity 

exchanges, chat logs etc;
R e t r i e v a l  o f  s y s t e m 

System, hardware and software 
information, network settings, 
logged-in user history etc;
Data carving from hard disk 
‘unallocated space’; and

What Is Mobile 
Phone Forensic?

BETWEEN 2003 AND

operationalised its mobile 

Mobile phone forensic refers to the 
collection, preservation and analysis 
of electronic data found in the mobile 

of the mobile phone handset, the 

There are a wide variety of 
operating systems used by different 

File fragment found in unallocated cluster

Handset Memory Card 
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Hence, mobile phone analysis has to 
be conducted using different mobile 

procured different commercial mobile 
forensic softwares to support mobile 

phone forensic capabilities include:

Retrieval of ‘live’ or ‘deleted’ 

and add-on memory storage;

dialled numbers, missed calls, 
received calls from mobile 

Retrieval of phone book 
records from mobile phone 

What Is Video Forensic?

VIDEO FORENSIC IS the other 
forensic capability in TCFB 
that was rolled out together 

with the mobile phone forensic 

coverage in both public and private 

examination, comparison and/or 
evaluation of video footages to uncover 

be a strong supporting lead in many of 

Some common video forensic 
techniques that are deployed by 
TCFB are:

Digitising video tape footage;
Converting digital videos 

digital video formats usable 
for forensic analysis;
Separating camera views from 

Performing clarification 

Enhancement;
Highlighting subject of 

sequence recreation; and
Enlarging or capturing screen 
shot of portions of the video 

What Is Mass 
CCTV Processing?

MASS CCTV PROCESSING is 
a contingency capability 
rolled out by TCFB in 2006 

following the success of the UK 

Analogue video with sixteen 
camera views

Digital video with sixteen 
camera views on screen

De-multiplexed to 
one camera view on 
screen
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operation to establish the identities 
of the perpetrators in the immediate 
aftermath of the London Bomb Blast 

processing of large volumes of 

multiplexed footages or proprietary 
digital formats, to a ‘viewable’ format 

at the TCFB Simulation Laboratory 
in the immediate aftermath of a bomb 

The ability of TCFB to process 

‘viewable’ format helps to provide 
timely investigation leads for 

apprehension of the perpetrators after 

Branch and the Public Transport 

build up the capability to process any 

in the event of a bomb blast incident 
that occurred at a public transport 

investigation exercise, Exercise Storm 

CHALLENGES FACED 
BY TCFB

TCFB’S FORENSIC WORK is 
compounded by the unique 
complexities of each stage 

development of bigger capacity 
for hard drives, prevalent usage of 
encryption software, and enlargement 
of different types of exhibits which 

added complexities to the forensic 

All exhibits received by TCFB 
need to go through a forensically 
sound process of acquisition so 
that an image copy of the original 
electronic data is acquired to allow 
the forensic examiner to examine the 
imaged electronic data as if it were 

exhibits come to TCFB physically 

trawling operation for the London Bomb Blast on 7 July 2005



page 52 HOME TEAM JOURNAL

FEATURE ARTICLES

damaged by criminals in a bid to 
destroy evidence while others are 
already in poor physical conditions 
resulting in read-sector errors during 
the acquisition process or lengthened 

be dismantled carefully to reveal the 
storage devices, which are sometimes 
hidden, without causing further 

the forensic processes are entirely 
automated, rudimentary and can 

of the forensic data is actually a 
manual process performed by the 

increasingly common to receive 
an exhibit computer system that 
contains more than one hard drive or 

a hard drive with a storage capacity 

manual analysis is fast becoming 
more tedious and time-consuming 
compared to the past as the forensic 
examiner will need to go through a 

by television crime dramas such as 

and have unrealistic expectations on 
how far technology forensic can be 

example, many people were misled 

could be enhanced to the same degree 
of clarity they saw on crime dramas 
without realising that the degree of 
enhancement relies on the quality of the 

ELECTRONIC DATA IS 
NEVER ERASED

IN THE ELECTRONIC world, data is 
never simply erased at the click of 

extremely helpful in uncovering the 

Laboratory after processing by TCFB

Damaged laptops sent to TCFB for forensic examination – 
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wrongdoings of Anthony Ler Wee Teang 
who manipulated a 15-year-old teenager 

TCFB forensic examiner 
uncovered nine Microsoft Word 
documents deleted in Anthony 
Ler’s home computer that revealed 
a ‘silent’ conversation between him 
and his accomplice, three days after 

that Anthony Ler used his computer 
to communicate ‘silently’ with the 

what you are saying”, “Act shock that 
the woman is my wife”, “Payment 
might have to wait” and “Yu threw 

Anthony Ler was found guilty for 
the abetment of the murder of his 
wife and sentenced with the death 

COMBINING ELECTRONIC 
EVIDENCE WITH 
DETECTIVE SKILLS

ALTHOUGH ELECTRONIC EVIDENCE

played a key part in convicting 
Anthony Ler for plotting the 

murder of his wife, it was not the 
only piece of evidence that police had 

detective skills still have to be applied 
together with electronic evidence to 

On 11 April 2003, Suresh Nair 

working in Singapore, was arrested 
for aggravated sexual offences 

air stewardesses at the Grand Hyatt 
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A piece of electronic evidence – a 
photograph of a lady in an airline 
uniform – recovered by TCFB from 
a memory card left by the accused at 
the crime scene led the police to solve 
the case successfully. 

Through relentless detective 
works, police traced the lady in the 
photograph to her workplace and 
subsequently established the accused 
to be her boyfriend. Witnesses’ 
testimonies also revealed that the 
accused was seen waiting in the hotel 
lobby and had claimed that he was 
waiting for some airline staff when 
he was questioned by a duty manager 
from the hotel. 

The hotel’s CCTV also captured 
his movements at the hotel lobby of 
him following the two victims into the 
lift and out of the lift. The accused’s 
photographs were also recovered by 
TCFB from the memory card left at 

the crime scene. All these corroborated 
with the electronic evidence from 
the memory card misplaced by the 
accused at the crime scene. 

Suresh Nair Vellayutham was 

count of rape and four counts of 
aggravated molestation. He was 
sentenced to twenty-six years of jail 
sentence and twenty-four strokes of 
the cane.

Photograph of a lady in an airline uniform was recovered by TCFB from a memory card left at the crime 
scene – It led the police to establish the identity of the rape accused through subsequent detective works

CCTV evidence corroborated with the electronic 
evidence recovered from the memory card to 

place the rape accused 
at the crime scene



HOME TEAM JOURNAL page 55 

FEATURE ARTICLES

TAKING A PROACTIVE 
APPROACH

SINCE 2006, UNPRECEDENTED

demands were placed on 
TCFB to support SPF in the 

area of investigation into crimes, 
major incidents and public order 
situations related to the conduct of 
the S2006 International Monetary 
Fund/World Bank Group Meetings, 
ASEAN Summit 2007, Formula 1 
SingTel Singapore Grand Prix and the 

(APEC) Singapore 2009 Meetings.
Set against the backdrop of a 

heightened security and public order 
threat climate, TCFB was driven by 
the need to ensure that its capability 
of Mass CCTV processing can 
support a post-incident follow-up. 
This is especially so when some 
incidents took place during these high 

systems. To ramp up the Mass CCTV 
capability in preparation for these 
events, TCFB would devote much of 
its resources to conduct CCTV terrain 
mapping in the event localities before 
the start of each event. 

The CCTV terrain mapping is a 
tedious and time-consuming process 
that requires TCFB to visit each 
estate owner in the event localities 
and their respective CCTV vendors 
to understand the CCTV systems. 
For example, TCFB spent an average 
of one month to conduct CCTV 
terrain mapping before the start of 

the Formula 1 SingTel Singapore 
Grand Prix each year. During the 
mapping exercise, TCFB will collate 

including the software players, CCTV 
layout plans from the CCTV owners 
and vendors through ground visits. 
The information collated from the 
mapping exercise is critical for CCTV 
Mass Processing due to the large 
number of proprietary digital video 
formats used.

FLYING TCFB’S FLAG HIGH

SINCE THE INCEPTION of TCFB 
in 2001, we worked tirelessly 
to make a name for ourselves 

as the premier unit in technology 
forensic investigation in the region. 

participate in an INTERPOL mission 
in 2008.

On 7 March 2008, a TCFB 
forensic examiner, Senior Staff 
Sergeant (SSSgt) Joe Ng, was 
deployed as part of the INTERPOL 
Computer Incident Response Team 
to Bogota, capital city of Colombia. 
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Response Team was requested 
to examine laptops and storage 
devices recovered following a raid 
on a terrorist camp belonging to 
the Revolutionary Armed Forces of 

side of its border with Columbia on 

The raid resulted in the death of 

that there were documents in the 
computers that indicated that Ecuador 

Ecuador, on the hand, claimed that the 
document could have been inserted 

created a border tension between 

The task assigned to SSSgt Joe Ng 
and another Australian technology 
forensic expert was to examine 
the laptops and storage devices to 
determine whether any data had 
been edited after the raid carried out 

Joe Ng and his teammate spent 
more than 1,000-man hours going 

to a panel of Computer Forensic 
Experts for evaluation and the panel 

the technology forensic examiners 
that there was ‘no evidence of 

ASEAN LEAD 
SHEPHERD FOR 
CYBER CRIME FIGHTING

SINGAPORE WAS APPOINTED the 
lead shepherd for the ASEAN 

Meeting on Transnational Crimes 

As the lead shepherd, Singapore’s 
responsibility is to create awareness 
and enhance general cyber crime 

unit behind the lead shepherd’s role 

TCFB introduced some initiatives 
such as the organisation of the bi-

date, TCFB has conducted two runs 
of 2-week working attachment for the 

various training programmes for 
the ASEAN countries, TCFB has 
also put up a project paper to assist 
some ASEAN countries to set up 
basic technology forensic capability 
to help enhance their cyber crime 

currently pending funding from 
dialogue partners through the 

the lead shepherd for ASEAN cyber 
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to conduct the second Regional 

of the seminar was ‘Combating the 
Threats of Cybercrime and Financing 

Attorney-General’s Chambers, 
Ministry of Home Affairs, Singapore 

Korea, Japan and eight other ASEAN 

The speakers included French Justice 
and Police representatives and 

Regional Cyber Crime Seminar was 

CONCLUSION

TCFB HAS COME a long way since 

in the eight years since commencing 

ensuring that SPF has the competency 
to deal with technology-related 

With the increasing demand for 
digital forensics, TCFB will continue to 
harness innovative technologies to meet 
the challenges of bringing about stronger 

“With the increasing demand 
for digital forensics, TCFB will 
continue to harness innovative 

technologies to meet the 
challenges of bringing 

about stronger evidence for 
prosecution in future.”

EDITOR’S NOTES
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MR.  PETER HO

IT IS FAIR to say that Singapore 
r e c o g n i s e s  t h e  n e e d  f o r 
decision-makers to prepare for 

and plan for the future have evolved 

Scenario planning is now a key 
part of the Government’s strategic 
planning process, and has proven 
useful in surfacing otherwise hidden 
assumptions and mental models 

the scenario planning process has 
helped to inculcate an “anticipatory” 
mindset in many of our civil servants 
by getting them to raise “what if” 
questions on the issues that they 

complementary capability to scenario 
planning, is being used to examine 
complex issues in which cause and 
effect are not easily discerned; it 
also serves as a shared platform for 
analysts from different agencies to 
collaborate on perspective-sharing, 

1

Yet why do decision-makers, 
who have ready access to ample 
information, fail to respond to 

warning signals of imminent 
crises? Why, despite support 
from the public sector leadership, 
and years of scenario planning 
workshops, and with new tools like 
RAHS, are we still not fully adept 
in anticipating the future? How 
can government agencies better 
organise their strategic thinking 
about the future?

We miss out on signals 
not only because of the 
limitations of our tools 
and methods, but also 
because of the nature 
of human cognition.

OBSTACLES 
IN ANTICIPATING
STRATEGIC SURPRISES

THE HUMAN MIND can play tricks 

see, and sometimes miss out 

out on signals not only because of the 
limitations of our tools and methods, 
but also because of the nature of 

What the Public Service Can Do
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that governments have to deal with 
– natural disasters, pandemics, even 

– can often be assigned probabilities, 
or anticipated through the “stories” 
or “narratives” that scenario planners 

The reasons why we do not are 

biases, groupthink and other 
cognitive failures; our inability 
to make sense of complexity; the 
problem of retrospective coherence; 
poor or missing incentives to 
prepare for strategic surprises; 

WHY WE FAIL TO
ANTICIPATE THE FUTURE

COGNITIVE FAILURES
Decision makers tend to discount future risks and contingencies, and 

place too much weight on present 

also prone to confirmation bias, which is the tendency to pay attention 

example, during the boom years before the current financial crisis, most 

The few who foresaw an impending crisis – like Nouriel Roubini and 

Social networks and groupthink are also a source of confirmation 

to be rejected; they will disappear over time unless a mechanism is set 

What can be done: Well-crafted, challenging scenarios that articulate 

imaginative yet plausible ways in which the future could evolve, can 

prompt management to think the unthinkable and consider radical 

INABILITY TO MAKE SENSE OF COMPLEXITY
There is a tendency to focus on what can be modelled or extrapolated 

from today’s trends; what is not modelled is discounted or assumed 
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the world can emerge from parallel developments whose interactions 

are unforeseeable, unforeseen, or unseen, and cannot be predicted from 

Rational, quantitative thinking is easier to deal with than complex, 

reality, and worse, inhibit thinking about underlying complexities in 

What can be done: Scenario planning should not be reduced to a 

simplistic engineering exercise in which driving forces are the inputs, 

in bewildering ways to produce unpredictable outcomes and patterns in 

discontinuities, emerging issues, black swans, wild cards and other 

THE PROBLEM OF RETROSPECTIVE COHERENCE

The current pattern, while logical, is only one of many patterns that 

While the present situation is the result of many decisions taken along 

the way, retrospective coherence says that even if we were to start 

again and take the same decisions, there is no certainty we would end 

What can be done: Be aware that the lessons of history are not 

approaches and policies that have worked well in the past may actually 

POOR OR MISSING INCENTIVES
Even if individuals and organisations are mentally prepared for a future 

contingency, they often do not have the incentives to hedge against 
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– spill across boundaries in ways that make it impossible for a single 

were even incentivised, on a local basis, towards risky behaviour that 

not beneficiaries of bank bonuses, such as economist Nouriel Roubini, 

The strategic planner often has a hard time challenging the official 

future, especially when that future is consistent with an organisation’s 

alternatives risks being branded as lacking a sense of reality; he has a 

also 

reduces the impetus for the organisation to confront its uncomfortable 

What can be done: 
planner should aim to be a court jester – he must be able to say the most 

FRAGMENTATION OF RISK
Hierarchies tend to optimise at the agency level, sometimes at the 

expense of global optimisation, because information flows most 

that perfectly matches its “local” performance goals can create a big 

What can be done: Take a whole-of-government view and ensure that 

of risk by breaking down vertical organisational silos, promoting the 
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WHAT THE SINGAPORE 
PUBLIC SERVICE CAN DO

OVER THE YEARS,
b e c o m e  i n c r e a s i n g l y 
convinced that thinking 

about the future and strategic 
surprises will remain a messy 

predictions, we are pursuing the 

noted, “the objective is not to get 
a more accurate picture of the 

2 Rather, we 
should seek to provide input for 
decision makers to make informed 

Royal Dutch/Shell, Pierre Wack, 
added that scenarios should “help 
change assumptions about how the 
world works” and “compel people 
to reorganise their mental models 

3 Good scenarios should 
facilitate better decisions, not 

The challenge for us is how 
we can find a better approach to 

me outline five key ideas for our 

First, we need to acknowledge 
that we will always face limitations 

Even in the most forward-looking 
government, leaders and officials 
will have their own mental models 
and cognitive biases, and seek 

aware that we have biases is 

started scenario planning nearly 
two decades ago, we were not as 
sensitised to cognitive biases as we 

today, we can take a number of 
deliberate steps to compensate for 

We should take steps to inject 
much more real diversity into 

the United States, the Defense 
Science Board is commissioned 
by the Department of Defense to 

bringing experts, academics and 
professionals to the table, the 
Board sometimes includes in 
its discussions people with no 
defence background at all – artists, 

By gathering a diverse group 
of people, the Board hopes to 
garner insights that would not be 
achievable from a team comprising 
only professionals and experts with 

have more think-tanks per capita 

They ought to be tapped more 
systematically, because they can be 
a rich source of fresh insights that 
can better inform policymaking 

think-tanks, like engaging in public 
consultation, should be seen as 
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part of the effort to operate in a 
complex, inter-connected and non-
linear world, in which insight and 
good ideas are not the monopoly of 

Networked government does 
not just mean networking among 

networking with individuals and 
organisations outside government 

We should actively organise our 
strategic conversations to keep an 
open mind, by encouraging a range 
of perspectives that do not conform 
to our own mental models, and 
by challenging our thinking with 

does not mean we must agree with 

each a hearing so as to honestly 

Second, we should recognise 
that the cost of responding to 
some strategic surprises can be 
just too high politically, especially 
if governments will be perceived 
to be allocating an inordinate 
amount of resources to prepare 
for eventualities that may never 

a possibility of the earth being 
destroyed by a planet-killing 
asteroid, but this is probably not 

meaningfully prepare for, given the 

eliminate every risk, but we need 
to manage them in such a way that 
strategies and their premiums are 

Third, we have to calibrate 
strategic thinking processes 
around the psychological and 
practical challenges of policy 

“downstream” issues, methods 
matter, but psychology matters as 

relative strengths of the scenario 
planning and RAHS to mitigate 
issues of cognitive dissonance and 

Insight and good ideas 
are not the monopoly 

of government.

Fourth, it is important to engage 
and communicate with decision-

involvement are crucial in achieving 
better decisions and strategic 

strongly with decision-makers, 
the work should be presented in 

detail, using creative expressions 
and relevant, compelling graphics 

scenarios and strategies can be 
broken down into smaller “bite-

digested by decision-makers who, 
in turn, are more likely to recall and 
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Fifth, we have to recognise 
that even as we endeavour to avoid 
being surprised, we should still 

this, governments should build 

Among other things, resilience is 
the ability to address issues with 

also the ability to adjust to rapid 

about our daily business while 
operating in an environment of 

Resilience will be an 
increasingly important driver of 

and uncertainty, our approach to 
policymaking needs to go beyond 
an emphasis on efficiency, towards 

systems that are purely focused on 
only efficiency are unlikely to have 
sufficient resources to deal with 

argument for establishing bloated 

is to be “fat”, it must be directed to 

idea is to have a small but 
dedicated group of people to 

sets needed for long-term policy 
planning are  different  f rom 
those needed to deal with more 

charged with thinking about the 
future should be given the freedom 
and allocated the bandwidth 
to focus on this important role 
without getting bogged down in 

ROLES OF THE
CENTRE FOR STRATEGIC FUTURES

CHALLENGE CONFORMIST THINKING
build networks with diverse perspectives within 
and outside Singapore
engage local think-tanks and universities, 
international counterparts and global thought leaders
conferences on futures-related issues

•

•

•

IDENTIFY EMERGENT RISKS
communicate emerging issues, wildcards 
and strategies to decision makers
in parallel with an integrated WOG Risk 
Map and Risk Register

•

•

CALIBRATE STRATEGIC
THINKING PROCESSES

focus on practical policy development
and implementation
Scenario Planning Plus: integrated
framework together with RAHS, 
WOG Risk Management
coordinated platform for interagency discussion
develop new capabilities and a core group of facilitators

•

•

•
•

CULTIVATE CAPACITIES,
INSTINCTS AND HABITS

mindsets and HR capability for dealing 
with uncertainty and disruptive shocks
promote strategic conversations among 
public servants
nurture WOG-level strategic thinking 
and sharing across agency lines on 
“what if” questions

•

•

•
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will become repositories of patterns 
that can be used to facilitate 
decision-making, and especially to 

What we need from this small 
group of people is the capacity to 
conduct strategic thinking about 
future possibilities to facilitate 
more considered decision-making, 
perhaps even to conduct policy 
experiments on possible alternative 
f u t u r e s ,  o r  p o l i c y m a k i n g 

In a world of growing 
volatility and uncertainty, 

our approach to 
policymaking needs to 
go beyond an emphasis 
on efficiency, towards 

building resilience.

A CENTRE FOR 
STRATEGIC FUTURES

IN ORDER TO put these principles 
into operation and strengthen 
our capacity to think about the 

future, we have set up a “Centre for 

together with the Strategic Policy 

CSF will become the focal point of 
futures-related work in the Singapore 

promoting whole-of-government 
thinking on the key strategic 

the development of capabilities 
within the Singapore Government 
in futures methodologies through its 

The Civil Service College 
will play an important and 
complementary role to the CSF, by 
helping civil servants develop the 
competencies, instincts and habits 
of mind to tackle uncertainties and 

done through seminars, programmes 
and courses on complexity as well 
as futures thinking and tools, and 
the documentation of case studies 
on how the civil service has applied 

While the CSF will play a 
role in the cultivation of the 
Government’s preparedness for 
the future, every ministry will 
also need to build up its individual 

have just established a “Strategic 
Futures Network”, to be made 
up of Deputy Secretaries from 

Network will play a catalytic role 
in promoting futures work within 
the civil service, by expanding the 
reach of the CSF into the ministries 

have a key role in establishing a 
common vocabulary for strategic 
p l a n n i n g ,  a n d  n u r t u r i n g  t h e 
instincts and habits of strategic 
whole-of-government thinking 
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at the 2010 SPC provided updates, in particular, on the activities of the Centre of Strategic 

in futures work, and to develop and 
strengthen interagency collaboration 

will play a key part in keeping us 
at the leading edge of governance, 
enhancing our decision-making 
capability and the service that we 

ENDNOTES
1 RAHS incorporates into a computer-based 
platform a suite of methods and software 
designed to help analysts detect and investigate 

2 

scenario planning futurist,” The Business,

3

Ahead,” HarvardBusiness Review

CONCLUSION

OVERALL, THE CSF will 
seek to build on the work 
of scenario planning in 

facilitating a common, whole-of-
government vocabulary for strategic 

to analyse the future, but also to 

To deal with consistency bias and 
cognitive dissonance is to nurture in 
our people the instincts and skills to 

increasingly uncertain and complex 
environment, it is imperative that 
we have the courage to open our 
minds and take bold but pragmatic 

important step in building capability 

EDITOR’S NOTES
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MS. MAGDALENE CHOO A
OPERATIONAL IMPETUS 
FOR EARLY WARNING

THE COMPLEXITY OF issues and 
tempo of activities handled by 
the Singapore Public Service 

has increased substantially over 
the past years, due to an increase in 
overall scale of activities and inter-
connectivity, as well as the interplay 
of different components exhibiting 

this, a Government review panel had 
to look at issues handled by multiple 
departments, such as employer 

employee wages, family cohesion 
and values, manpower for national 
defence, and the rising educational 

is addressing the threat of Avian 
Flu spreading to Singapore, which 
involved the foreign affairs, human 
health, veterinary health, housing, and 

Given the complex and multi-
domain nature of the issues faced, 
it is no longer feasible to forecast 
a future based only on past trends, 
or to adopt a single-domain 
strategy when addressing emerging 

adopting a singular future approach 
are exacerbated by Singapore’s 
unique physical and demographic 
endowments which are highly 

These include a small country-state 

world-class air and sea transport hub 
infrastructure, and a heterogeneous 
population of four main races and 

to enable the Public Service to 
leverage on the vast amounts of data 
and expertise residing in various 

agencies would result in a better 
understanding of alternative futures, 
early warning of arising strategic 

Programmes:

The RAHS System
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threats/opportunities and the ability 
to engage in anticipatory action to 

The initiative would involve the 
utilisation of technology in designing 
a system that

in the sense-making processes 
and

information exchange across 
various Public Service 
departments to meet the 
challenges of understanding 
and reacting to cross-domain 

Through this, the initiative will 
also ensure optimal allocation of 
limited Public Service resources, by 
allowing departments to focus efforts 

impact issues, otherwise termed as 

The 2 entities which will be 

RAHS Experimentation Centre 

scanning, case studies or other 
initiatives, key emerging issues as well 
as risks or uncertainties across various 

impact on Singapore” while REC will 
“spearhead technological exploration, 
experimentation and capability 
development in support of the Centre 
for Strategic Futures and the Risk 

and REC will develop the necessary 

capabilities – concepts and methods, 
tools and technologies, networks and 
associations – to perform two key 
roles: explore emerging issues and 

SURVEY OF 
ORGANISATIONS

IN A STUDY of various overseas 
organisations that carry out risk 

functions, it was found that data 
analytics and scenario planning were 
the two main methods used in most of 

The Global Public Health 
Intelligence Network (GPHIN) 
was developed for World Health 

collaboration with Health Canada 

that gathers information about potential 

serves as a web crawler, conducting 
data mining from various sources, 
with a focus on infectious diseases 

keywords assigned by Health Canada’s 
Laboratory Centre for Disease control 

with public, environmental and animal 
health, it monitors over 10,000 online 
sources, such as newspapers and 

1

The Australia and New Zealand 
Horizon Scanning Network 
(ANZHSN) is an initiative under the 
Australian Government Department 

that utilises internet scanning and 
stakeholder consultation to provide 
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and emerging technologies to health 
departments in Australia and New 
Zealand, and to exchange information 
and evaluate the potential impact 
of emerging technologies on their 

2

The UK Horizon Scanning 
Centre, under the Department of 

identify future issues and trends 
relevant to the entire public policy 
spectrum, often employing scenarios 
and expert consultation in the 

feed into cross-government priority 

work has been used by the Health 
and Safety Executive to inform 
scenarios on the future of workplace 

3

The traditional Scenario Planning 
method has also been employed 
by Shell International Petroleum 
Company to allow the company to 
anticipate the rise and subsequent fall 

also created scenarios that focused on 
the future of the Soviet Union, as that 
country was a major competitor in the 

Siemens AG has utilised a form 
of scenario planning as part of its 
technological forecasting technique, 

This technique involves selecting a 
suitable time frame in the future, and 
generating comprehensive scenarios 
taking into account various aspects, 
such as socio-political environments 

5

The Millennium Project, a global 
participatory futures research think 

tank for global issues, has employed 
scenario planning together with 
the Delphi participatory method, to 
produce a large range of scenario 
sets in various domains such as 
Demographics and Human Resources, 
Environmental Change and 
Biodiversity, Technological Capacity, 

6

PRINCIPLES OF 
THE RAHS SYSTEM

THE AIM OF the RAHS team 
is to develop a system that 
comprises a comprehensive 

suite of methodologies and 
technologies based on existing work 

This system allows the RAHS team to 
leverage on the advantages of existing 
methodologies and technologies while 

The two key principles and 
implementations for the development 
of the RAHS system are:

RAHS system will facilitate 
collaboration across agencies 
via linking up various 
agencies through a common 
platform, to offer people 
from different agencies 
opportunities to communicate 

The inclusion of 
perspective-sharing facilities 
enables further knowledge 
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move beyond data sharing to 
perspective sharing to broaden 
his perspectives and prevent 
attention tunnelling when 

Knowledge management 
expert Dr Dave Snowden 
has argued for the need for 
perspectives sharing when 
operating in the complex 
domain, in order to gain new 
views on the situation, rather 
than rely on entrained patterns 

7

Technologies will be 
available to augment their 
work in performing searches, 
analysing the search results 

  Firstly, the RAHS software 
will reduce the amount of time 

of a range of analytical 
tools, which aid the analyst 
in reducing the amount of 
reading time required, as well 
as software to automate the 
running of pre-determined 

Secondly, the analyst 
can use the RAHS software 
to create models for sense-

According to the Naturalistic 
Decision Making framework 

8,
experts rely on mental models 
and pattern matching against 
these models to discern subtle 
clues and choose the correct 
path of actions when dealing 

with complex situations with 

This hypothesis was further 
substantiated and popularised 
by subsequent publications 

, as well as by 
Malcolm Gladwell10

this line, the RAHS System 
explores the use of various 
models as different means of 
data structuring, to help the 
analyst better make sense of 
incoming data and monitor 

SYSTEM OVERVIEW:
METHODOLOGIES & 
TECHNOLOGIES

THERE ARE 3 major capability 

The research and analysis tools 
allow analysts to closely examine 
signals collected from environmental 

tools allow analysts to offer insights 
on pieces of information they 
receive, and for these perspectives 
to be analysed for convergence and 
divergence, and for possible outliers 

building tools allow analysts to build 
system maps and ranking models, 
and to examine various scenario and 

RESEARCH AND ANALYSIS

THE RAHS SOFTWARE empowers 
analysts with a suite of tools, 
to help them process large 

amount of data, which can either be 
unstructured text obtained from the 
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tools in any order, in support of the 

describes various analytical tools:

Advanced Search Tool

THE RAHS SOFTWARE allows 
analysts to search for articles 
within its repository (refer to 

Figure 1)

Summary Tool

ACOMMON PROBLEM FACED by 
analysts today, is having to 
read through a collection 

of articles, after which realising 
that only a handful are relevant to 

multiple document summariser 
will thus be useful in reducing 
the amount of reading required, 
by picking up key sentences that 
best summarise a single article or 
a collection of articles (refer to 
Figure 2)

Entity Analysis Tool

AN ENTITY IS an object that 
can be a human, a location, 
an organisation, dates 

and times, monetary amount or 
percentage; Entity Analysis thus 
is the process of extracting such 

on automatic word alignment of 
speech recognition output, through 
natural language processing of the 

Figure 1: Screen Shot of the Advanced Search Tool
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The RAHS system includes an 
entity analysis tool, as well as other 
variants (also see Figures 3 and 4)
The variations are:

Temporal Analysis Tool
shows references to entities 
extracted from the entity 

Cross-sectional Analysis 
Tool shows the other entities 
that are mentioned in the 
same article as a particular 

Keyword Analysis Tool
extracts ‘terms’ or ‘phrases’ 
pre-determined by analysts 
and counts the occurrences 
of these ‘keywords’ in a set 

Timeline Analysis Tool

TIMELINE ANALYSIS IS the 

estimate of when these events 

using a set of analyst-supplied query 

in the RAHS system performs this 
function, and also assigns ranking 
scores to these events, based on how 

query terms (refer to Figure 5)

Clustering Tool

CLUSTERING IS AN analytic 
process, where a collection of 
articles are arranged such that 

similar articles are grouped together 
(refer to Figure 6)

Figure 2: Screen Shot of the Summary Tool
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Temporal Analysis Tool, and Cross-sectional Analysis Tool

which can be done automatically or 
manually, can be used to:

between groups of objects 

which arise from a search result, 

Ease the process of browsing,
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Figure 6: Screen Shot of the Clustering/Duplicate Document Detection Tools

Figure 5: Screen Shot of the Timeline Analysis Tool
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information from a search 
result, helping the analyst to 

Find unique topics within

unique topics might draw the 
attention of the analyst to new 
trends or patterns, which have 
not yet been mentioned in 

Automated workflow

TO SPEED UP routine tasks, the 
RAHS software has the ability 
to automate the analyst’s work 

process of performing searches on the 
various data sources, moving the articles 
into project folders, and performing of 
entity, timeline and network analysis 
on the consolidated articles, resulting 
in various visualisations (Figure 7)
Should the user analyst discover 
interesting information from the 
analytical visualisations, he/she can 
then choose to perform further analysis 

PERSPECTIVE SHARING

THE RAHS SOFTWARE

incorporates the ability to 
elicit and analyse perspectives 

The analyst can provide his/her 

perspective of a data item by meta-

not only facilitates easy retrieval of 
individual data, but also helps reveal 
outliers when meta-tags of various 

other analysts working on the same 
project will provide alternative 

avoiding the danger of being blind-

Two tools to enable perspective 

Indexing Tool

THE RAHS SYSTEM provides an 
indexing software to allow 
analysts to meta-tag articles 

(Figure 8)

abstract, stylised and broad concepts 

of opposing negatives or opposing 

from a range of Filters, and specify 
the extent to which each Filter best 
describe a piece of data, by selecting 
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decide which option best describes 

used in relation to each other such 

Comment and Keywords are 
freeform meta-tags that are analyst-

the analyst to enter freeform text, 
while Keyword meta-tags allow entry 

sentences relating to a particular piece 

Perspective Visualisation Tools

THE META-TAGS ENTERED

are representations of the 
analyst perspective, and the 

RAHS software provides a set of 
visualisation tools specially designed 
to help analysis of such perspectives 

types of visualisation tools (Figure 
9-15) – Glance, Browse, Compare, 
Range, Distribute, Cluster and Graph 
– provide different ways of looking at 

Patterns and models are meant to 
be the primary form of analysis with 
the statistics and data as supporting 

patterns aims to enable the user to 
interact with the data and adopt an 
outsider’s viewpoint in analysing 

hypotheses in the research, the 
researcher/person analysing the 
data should have an idea of the 

Thus, interesting patterns would 
be combinations of factors that the 
knowledgeable researcher expected 

and combinations of the factors that 

further analysis of the factors would 
depend on the expert judgment of the 

analysis would require the same 

in the assumption that humans are 
pattern processors and that insights 
gained from the information need to 
come from the analyst who have a 

MODEL CREATION 
AND MONITORING

DATA ORGANISING CAPABILITIES

to enable the analyst to 
build models and enable 

collaborative modelling efforts 
are incorporated into the RAHS 
software, thus allowing analysts to 
connect across silos and challenge 

Capabilities for model monitoring 
will also be provided, to enable 
matching of models with incoming 
data streams, and to allow the human 
team to explore the interpretations 

The RAHS system currently 
focuses on organising information 
into two model classes: expert-based 
modelling techniques and ground 
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Scenario Builder tool was developed 
to facilitate the analyst’s work 
in building expert-based models 
while the Perspective-based Pattern 

to enhance the understanding of 

Scenario Builder tools

THE SCENARIO BUILDER tool in 
the RAHS software enables the 
analyst to create a system model 

the analyst’s understanding of the 
factors/components of the system or 
situation being studied, as well as the 

The System Map helps the 
analysts clarify their understanding 
of the eco-system of events and 
people, and serves as a basis for 
in-depth discussion and sense-

factors, are also provided to help 
derive more insights from the 

Having built the System Map, 
the analyst can further input the 
states for each factor, along with 
the pair-wise consistency between 
each pair of states of two different 

factors and the consistencies 

are provided, the RAHS system 
will then be able to carry out 
Morphological Analysis11, and 
generate a spread of all possible 
scenarios or strategies (Figure 17)

PPD modelling tools

THE SECOND GROUP of models 
that can be built is that of the 

by building on concepts from the 

of people, for example, exemplars of 
terrorists could be Osama bin Laden 

sense-making model developed 

effect relationships that are not open 
to dispute, and actions can follow 

not fully known but can be known 

The actions associated with this 

The third domain represents 
complex information space where 
information either does not follow a 
stable trend, or that the factors that 
make up the trend are not obvious to 
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cannot be perceived in the chaos 
domain, and innovative actions need 

the issues and information do not 

described domains, instead, they 
have a combination of the elements 

the user to attach evidence in the 
form of articles on the framework 
(Figure 18)

Development of the Future-
Backwards model encourages the 
analyst to consider the steps that 
were taken to arrive at the current 
state of affairs, steps that can be 
taken to arrive at the impossibly 

good future and the impossibly bad 

Future-Backwards model in RAHS 
enables an electronic copy of the 
steps to be listed and the evidence 
to support the steps to be stated and 
stored (Figure 19)

Monitoring Tool

TO MONITOR THE situation, the 

for each of the factors, so 
that incoming data streams can 
be extracted and matched to each 

note if the incoming data implies 
a situation different from the 
model currently depicted by the 
System Map and its associated 
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Figure 17: A Morphological Analysis with different scenarios highlighted
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consistencies, and revise his/her 

also help the analyst to monitor 
development of the situation, and 
to narrow down to the possible 
scenarios that are likely to unfold in 

FUTURE DEVELOPMENTS

BUILDING ON THE strength of 
scenario planning, HSC has 
partnered the Strategic Policy 

which integrates systems thinking 

RAHS tools allow for component 
processes in scenario planning to 
be carried out on a more complex 

offers analysts a range of concepts 

Specific combinations of concepts 

once a problem has been identified 
and the problem space has 

The HSC will also be 
developing a primer to help 
transmit the necessary processes 

of conceptual work that needs to 

be understood in relation to the 
Risk Management cycle, and in 
association with Discontinuities 

better understand how devil’s 

advocacy, red teaming and 
alternative analysis can h elp the 

the growing lexicon of ‘black 
swans’12 and ‘dragon kings’13

The RAHS Experimentation 
Centre works closely with HSC to 
better understand their needs and 
introduce cutting-edge technologies 
to reduce the cognitive burden 
of analysts and improve their 

exploration include trend analysis, 
sentiment analysis, information fusion 

also manages the development of 

system, which will have a broader 
range of sophisticated capabilities to 

CONCLUSION

THE RAHS SYSTEM is a network 
of people, data and tools with 
a wide range of methodologies 

that can cater to different problems 

enables it to evolve continuously, 
to connect with new agencies and 
incorporate new concepts and 

the aim of leveraging on a wider 
source of people, expertise and data, 

Thus working towards enhancing 
Singapore’s early warning capabilities 
with regards to threats/opportunities 
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AS THE LAW enforcement and 
security arm of the United 

and one of the oldest federal law 
enforcement agencies in the country, 

to investigate any illegal use of 

their lineage to the 1700s when a 
similar position was created under 
the British postal system which was 

During these colonial times, 

successful history of investigating 
postal crimes to include the mailing 
of injurious articles containing 
chemical, biological, radiological, 
and explosive threats, and bringing 

Package bombs, poisons, and 
other weapons are occasionally 
and illegally sent through the mails 
in an attempt to injure or kill the 

incidents are rare and the reasons 
varied, often resulting from business 
disagreements, revenge, or a lover’s 
quarrel, the end result is the same 

sophistication of these injurious 
items has evolved over the years 
not to mention, also improving 
on their effectiveness of causing 

evolution has required an ongoing 
corresponding development of new 
training and methods used by US 

ANTHRAX IN THE MAIL

ANEW AGE OF terrorism came 
upon us following the 
September 11 attack of the 

This significant terrorist incident 
brought with it a new challenge 
and a renewed sense of urgency to 
the law enforcement and security 

MR. OSCAR VILLANUEVA



page 88 HOME TEAM JOURNAL

HOME TEAM PARTNERS

challenge was created with the 
unprecedented Anthrax mailings 

for bioterrorism caused a new 
threat paradigm requiring a prompt 
solution and the creation of new 
and robust  invest igat ive and 

On 18 Sep 2001, only a few 
days after the September 11 attacks, 
letters containing anthrax spores 
were mailed to several news media 

unprecedented precautions and 
prevention protocols in the aftermath 

efforts were very costly requiring 
that the over 250 large mail 
processing facilities be equipped with 
sophisticated detection equipment to 

high level of preparedness provided 
a level of protection required to 
allow the seamless operation of the 

“The use of the mails 
for bioterrorism caused 
a new threat paradigm 

requiring a prompt solution 
and the creation of new 

and robust investigative and 
prevention programmes.”

The mailing of letters containing 

tremendous impact on the USPS and 

the mail had been used to successfully 

The results of the attacks were 
devastating for the victims and 

The potential impact to the USPS was 

subsided as the USPS and Postal 

realised that mail was and continues 

The strategic development of a 
solution to this problem was initiated 
as the USPS developed ways, many 
very technical in nature, to make 
sure every reasonable precaution was 
in place to deter and detect another 

for such prevention and detection 
did not exist in a form that could be 

A team of scientists, biological 
weapons experts, mail processing 

evaluated existing technology that 
could potentially be used to detect 
harmful substances contained in mail 
and, in a surprisingly short time, the 

was developed, built, and deployed 
in every USPS mail processing 

operating expenses are enormous 
costing more than one billion US 
dollars, but the resulting system 
has proven to be highly effective, 
ensuring that the mail, Postal 
Service employees and the public are 
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to implement BDS is just one 
example of the USPS commitment 
to ensuring the integrity of its service 
and maintaining the trust associated 

DEVELOPMENT OF A 
SECURITY AND LAW
ENFORCEMENT RESPONSE 
TO BIOLOGICAL THREATS

FOR MANY YEARS,
has responded to reports of 

portable x-ray units now considered 
a basic tool of bomb technicians 

began to develop plans to address 
the growing threat of chemical, 
biological and radiological weapons 
beyond the implementation of the 
BDS system, they were able to draw 
on the hundreds of already trained 

x-ray units strategically located 

training and equipment was required 
to effectively address this new 

use of existing processes and the 
establishment of protocols necessary 

technology part of this deployment 
was no small task as interested 

manufacturers were making many 
questionable and unsubstantiated 

claims and promises in response to 
the panic created by the specter of an 

While an appropriate Postal 

the right combination of equipment, 
training and protocols to ensure proper 
protection of USPS employees, the 
mail, and the American public, while 
preventing unnecessary disruptions 

exacerbated by existing municipal 

and equipment without proven records 
of accuracy, and with an unacceptable 

ability to ensure that all areas of the 
USPS were handled with comparable 
levels of protection and that 
unnecessary operational disruptions 

Anthrax mailings, responses to mail 

departments across the country were 
resulting in unnecessarily shutting 
down operations due to unreliable 

many substances tested eventually 

Worse yet, employees and the public 

or longer periods of time before 
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clearly unacceptable to the USPS 

unnecessary evacuations, particularly 
in large facilities with hundreds or 
even thousands of employees resulted 
in much disruption to employees, 
customers and operations, and 

After much evaluation and 
consultation with experts in chemical, 
biological, and radiological weapons, 
a tiered response system was 
adopted that uses a combination of 

and clear criteria for testing on site, 
while seeking accurate and timely 

new response system and deploy it 

provided highly technical training, 
including HAZWOPER, to over 300 

designed response vehicles containing 
the latest in chemical, biological, 

in training and equipment places 

law enforcement and public service 
agency in the United States in its 

While the equipment and training 
was and continues to be very costly, 
the return on this investment has 

reducing response time to incidents, 
improving resolution rates, 
minimising evacuations of USPS 
facilities, and disruption of mail 

and most importantly, these tools 

employees and the American public 
a prompt resolution to suspicious 
items resulting in renewed trust in 

FEAR OF WHITE POWDERS

THE MOST COMMON form of 

This fact has resulted in 
numerous other harmless white 
powders found in a variety of settings 

diminished from the early days of 
this crisis, continues to this day, 

response to harmless substances 
such as powdered coffee creamer, 
cornstarch, and other common and 

matters can be resolved quickly by 

developing information including 
the location of the substance and 
any items which may be associated 

substance is promptly tested with 
specialised equipment including air 
monitors, radiation detection meters, 
portable x-ray units, infrared-based 

systems, as well as other sensitive 
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paramount importance and the main 
reason for use of Level C equipment 

This level includes chemical 
resistant jumpsuits, protective over-
boots, gloves, and positive-pressure 

Dangerous Mail Specialists, the 

trained in this area, are trained and 

materials response which adds a self-

attack is, in fact, a crime scene, 
all Dangerous Mail Specialists are 

Dangerous Mail Specialists are 
trained and equipped to conduct 
forensic sampling and crime scene 

address this threat have been highly 

installation of the BDS, hundreds 
of billions of letters have been 
processed by the USPS and screened 

has not been a single alert or even 
false alarm in mail processing plant 

Similarly, suspicious mail item 
responses by Dangerous Mail 
Specialist since 2001 total more than 

handled successfully with only a few 

MORE INNOVATIONS

THE ANTHRAX MAILINGS came 
d u r i n g  t h e  i m m e d i a t e 
aftermath of the September 11 

to improve its state of readiness 
regarding threats being introduced 
to the ’mailstream’, the threat of 
terrorism not directly involving the 

to the deployment of BDS and 
improvement to response to chemical, 
biological, radiological or explosive 

xrays of electric puppets and 2 bongs
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and implemented improved threat 
mitigation, response, and recovery 

effort included the deployment of a 

command centers to ensure we could 
manage operations anywhere in 
the United States regardless of the 

of these additional strategic assets 

successful response to the aftermath 
of Hurricane Katrina, which hit the 
Louisiana and Mississippi coast in the 
southern United States and destroyed 

The continuous use of the training 
and equipment developed as a result 
of the Anthrax attacks has also 

screening at large public events, an 

A mobile mail screening station 
for use at special events has been 

is completely self-contained in a large 
tractor-trailer and can be use to screen 

using this equipment and specially 

Super Bowl, baseball World Series, 
Republican and Democratic National 

equipment was most recently used 

MOVING FORWARD

POSTAL INSPECTORS RESPOND to 
reports of suspicious substances 

the vast majority of these response are 
false alarms resulting from accidental 
spills or leaks of chemicals that 
should never have been introduced 
into the mailstream, the response must 
be treated as a potential threat until it 

it is unlikely to be an actual terrorist 

individual attacks that are personally 
motivated, often prompted by revenge 
or business disputes, however another 
terrorist attack on the postal system or 

For over 250 years Postal 

protect the USPS, its employees 
and assets, and the mail from 
criminal attack, and the public from 
crimes committed using the postal 
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comes from a long and successful 
law enforcement history, Postal 

of new threats against the USPS 

and are committed to continuing 
to lead in innovative and practical 
solutions to the new risks and threats 

EDITOR’S NOTES
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THE WORLD HEALTH

refers to bioterrorism as 
“The use of biological 

the malevolent use of bacteria, 
viruses, or toxins against people, 
animals, or plants”1

agents have characteristics that 
render them desirable for illicit 
use when compared to chemical 

easily concealed making them 
easily transportable and virtually 

under the right conditions, they can 
be propagated to large quantities, 
sometimes necessitating only basic 

2

Recognising the potential risk 
that microbiologic agents could pose 
when used illicitly, “The Protocol 
for the Prohibition of the Use in 
War of Asphyxiating, Poisonous or 
Other Gases and of Bacteriological 
Methods of Warfare”, known as the 

efforts to prohibit the use of biologic 
3

multilateral agreement that extended 

the prohibition of chemical agents 

the Convention on the Prohibition 
of the Development, Production, 
and Stockpiling of Bacteriological 

known as the Biological and Toxin 

development, production, stockpiling, 
acquisition and retention of microbial 
or other biological agents or toxins, 
in types and in quantities that have 

or the means of delivery designed to 
use such agents or toxins for hostile 

Numerous microbiologic agents 
and toxins could be utilised to 

may choose one particular agent 
over another for a variety of reasons 
that could include their technical 
knowledge, availability of the agent 
and reagents, the ability to propagate 
and disseminate the agent, monetary 
resources or for other logistical 

MS. PAMELA DIAZ 
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purpose and method of the attack, 
certain characteristics of a biological 
agent may be more conducive to a 

Some of these characteristics include 
stability of the agent, the ability to 
infect and cause disease using very 
small amounts, the lethality of the 
agent and the ability to disseminate 

THE ROLE OF 
PUBLIC HEALTH AND 
HEALTHCARE ENTITIES

THE U.S. DEPARTMENT of Human 
Services, Centers for Disease 
Control and Prevention 

collaborates to create the expertise, 
information, and tools that people 
and communities need to protect their 
health – through health promotion, 
prevention of disease, injury and 
disability, and preparedness for new 

entities around the world, such as 
the Singapore Ministry of Health 
promote similar goals championing 
healthy nations through innovation 
and excellence to promote health 

entities such as these have roles in the 
response to events that threaten the 
health of the public regardless of the 

The role of public health 
entities in outbreaks of disease 
include detection of the outbreak 

through public health surveillance, 

through the use and interpretation 
of laboratory tests, investigation 
of the outbreak and the institution 
of public health control measures 
such as treatment recommendations, 
isolation and quarantine measures 

investigations of outbreaks of disease 
may be complex, particularly when 
the outbreak is caused by an emerging 
infection or the result of perpetrated 

the difference between a naturally 
occurring illness or outbreak and one 
that has been caused maliciously may 
solely lie in the fact that one is an act 

Biological events, whether 
naturally occurring or perpetrated, 

overt events such as explosive or 

events are generally more insidious 
or covert, unless a perpetrated 

with a threat letter and an unknown 

indication of the event will be sick 
individuals presenting for medical 

the time from exposure until the 
onset of illness in those affected 
may be several hours to days or 

This incubation period provides a 
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window of time for a perpetrator to 

the scene before victims exhibit 

During the early phases of the 
outbreak, when ill victims are initially 
presenting for medical care, a biologic 

from illnesses occurring from a 

be emergency department physicians 
and nurses, outpatient clinicians, 
laboratory experts and specialists in 
infectious diseases, infection control 

will likely seek medical attention in 
multiple institutions depending on 
where they are when they become 
ill, some potentially very far from the 

Healthcare providers are the crux 
for reporting potential cases and/or 

2001 anthrax letter mailings in the 
United States, it was a clinician that 

5

And, in 2003, a global outbreak of 
Severe Acute Respiratory Syndrome 

deaths in 25 countries as of July 2003 
6 Control of 

the outbreak required the efforts of 
public health and healthcare providers 

of their characteristics and the role 

of public health and clinical sectors, 
attacks with biological agents require 
an additional dimension of emergency 
planning that involves including the 

7

OUTBREAK 
INVESTIGATIONS

PUBLIC HEALTH ENTITIES utilise 
s o u n d  e p i d e m i o l o g i c , 
l abo ra to ry  and  fo rens i c 

approaches to the investigation of 

ep idemiologic  inves t iga t ions 
of outbreaks in order to answer 
questions regarding transmissibility 

to these questions enable determining 
and promptly instituting public health 
measures and recommendations that 
are aimed at controlling the outbreak 

success of these investigations hinges 
upon the close coordination and 
cooperation that exists between public 

Naturally occurring outbreaks can 
have a certain amount of predictability 
in terms of consistency with previous 

A number of epidemiologic clues to 
identify events that could potentially 
be the result of bioterrorism have 
been previously described8

of these clues include a single case 
of disease caused by an uncommon 
agent, large numbers of cases of 
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unexplained illnesses or deaths, 
unusual or atypical illness for a given 
population or group and unusual 
disease presentations8. Awareness of 
these clues can be helpful to public 

infectious disease outbreaks. 
The clinical history including 

the history of symptom onset and 
progression as well as occupation, 
travel, recent activities and 
patient contacts provides valuable 
information that can lead to early 
hypothesis regarding the cause and 

inhalation anthrax in the 2001 letter 
mailings of anthrax in the United 
States was an individual that did not 
have any of the known risk factors 
for inhalation anthrax. His occupation 
was in the news media and he had not 
come in contact with or participated in 
any activities that were risk factors for 
acquisition of the disease. Knowledge 
of this information quickly led public 

something was highly unusual about 
the case and to quickly launch an 
effort to identify any additional cases 
and investigate the situation9.

INVESTIGATION OF 
BIOTERRORISM EVENTS

ABIOTERRORIST ATTACK IS by 

necessitate and include a law 
enforcement investigation. Law 
enforcement investigations have 

additional requirements for assuring 
that evidence will be accepted in 
a court of law if the criminal is 
apprehended and tried. Adequate 
chain of custody ensures that 
evidence has a traceable history and 
is not contaminated along the way 
as it is processed from the patient 
or crime scene to the courtroom. In 
the situation of a bioterrorism attack, 
clinical specimens such as cultures 
or environmental swabs may become 
evidence. Standardised processes for 
handling and transport can preserve 
the integrity of the samples and 
also maintain appropriate chain of 
custody requirements. 

In many countries, criminal 
justice systems may be constrained 
by inadequate legal frameworks 
g o v e r n i n g  t h e  d e t e c t i o n  a n d 
r e p r e s s i o n  o f  b i o - w e a p o n s . 
Frequently, no law is violated until 
the biological agent is actually 
deployed. Developing the legal 
framework to address the criminal 
aspects and public health issues 
that will arise when a bioterrorist 
event occurs requires a cross-
sectoral approach that involves the 
law enforcement community, public 
health experts, medical professionals, 
judicial experts and the public. 

Public health investigation of 
naturally occurring outbreaks will 
rarely require the involvement of 
law enforcement entities. However, 
investigation of bioterrorism 
events will necessitate public 
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health and law enforcement to 

need to occur urgently with law 
enforcement threat assessments and 
public health interpretation being 

Public health and law 

similar goals when conducting 

and safety of the public as do public 

enforcement works to prevent 
attacks, apprehend and convict 

work to prevent disease outbreaks, 
investigate outbreaks and stop 
further cases of disease from 
occurring through recommendations 

PREVENTION

ONE KEY ELEMENT to achieving 

prevention goals involves 

Securing dangerous pathogens as 
a prevention measure generally 
equates with assuring safe and 

secure laboratories help ensure the 

substances, protecting valuable 
research and commercial assets, 

exposure or release and reducing the 

could potentially cause substantial 

Prior to the Select Agent Rule there 
were no facility requirements for 

of facilities, uniform safety 
requirements for handling the agents 

INFORMATION SHARING
POLICY AND PROCEDURES

WHEN INVESTIGATIONS ARE

conducted independently, 
both public health and law 

enforcement entities may acquire 
information that is relevant to the 

potential, information sharing between 
public health and law enforcement 
has the potential to improve the 

strategies for information sharing 

Public health and law enforcement 
investigators have access to unique 
information that may be important 

Law enforcement typically handles 
intelligence regarding terror groups 
and organisations, processes threats, 
intelligence and collects victim 

Public health conducts surveillance 
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to identify diseases clusters 
and outbreaks, epidemiologic 
investigations of outbreaks and 
utilises patient information such 
as symptoms, illness onset, and 
laboratory test results to determine the 
cause and answer critical questions 

however, these agencies do not often 

Although the goals of public 
health and law enforcement may 
overlap, the methods utilised and 

Public health entities are often bound 

enforcement may be constrained 
from sharing sensitive investigative 

communication mechanisms before
an event occurs and working out 
procedures in advance will provide 
time to identify and overcome many 

Trust and credibility do not occur 
immediately but can be gained through 
the development of relationships and 
joint strategies for communication 

effective way to work through these 
differences is by joint planning and 

triggers for communication and 

Protocols and procedures should 
be jointly developed to identify the 
circumstances when one entity would 

communicate with the other about 

Both agencies will need to identify 
mutually agreed upon thresholds 
when information would be shared 

Examples of triggers that could 
be considered for public health 

include test samples submitted to 
labs that are positive for agreed upon 
agents of concern, unusually large 
numbers of patients with similar 
symptoms or disease presenting to 
health care providers or unusually 
large numbers of unexplained 

Likewise, law enforcement triggers 
for alerting public health might 
include intelligence or investigative 
information indicating individuals 
or groups unlawfully possessing 

biological dissemination device and/
or assessment or threats that indicate 

are made, public health and law 
enforcement next steps can move to 
conducting a joint threat assessment 
to determine if they believe a credible 
threat exists and determining the 

such as criminal history, intelligence, 
criminal case information from 
law enforcement and ongoing 
surveillance data, information on 
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disease, biological agents and disease 

JOINT INVESTIGATIONS

BECAUSE OF THE nature of a 
perpetrated biological event 
and the need for multiple 

sources of information and expertise, 
conducting a joint investigation 
should be considered when indicators 
are such that further investigation 

conduct joint investigations and 
the sharing of information between 
agencies, both must take into account 
national and local laws including 
those that address privacy rules and 

countries have laws that protect 

developing protocols, legal counsel 
should play a role in ensuring that 

the legal system where they will be 
implemented and may need to be 
consulted during an investigation 

Joint investigations can provide 

access to infectious disease subject 
matter experts and relevant health 

law-enforcement case information 

providing information that assists 
in the apprehension of suspects, 
therefore preventing future attacks 
that might result in further exposures 

JOINT INTERVIEWS

GENERALLY, WHEN INTERVIEWS

of sick individuals are needed 
as part of an investigation, 

certain information such as whether 
the illness or event is consistent with 
a particular agent, when an exposure 
might have occurred, where an 
exposure could have occurred, and 
how an exposure might have occurred 
is generally best collected and assessed 

ill person may be the victim of the 
crime or the perpetrator of the crime 
is generally an assessment that law 

same information at the same time 
from the ill person and leveraging the 
skill sets from both public health and 
law enforcement simultaneously to 
acquire and synthesise the information 

that neither one would discern 

for conducting a joint investigation is 
that, depending on the given situation, 
there may be a narrow window of time 
that an interview can be conducted 
before the individual becomes too ill 



HOME TEAM JOURNAL page 101 

HOME TEAM PARTNERS

Much of the information that 
is needed by public health and 
law enforcement is the same, 
but both entities have different 
priority information requirements 
that will help them to achieve 

will bring a unique approach and 
perspective to the interview that 
may enable them to observe and 
garner clues differently resulting 

obtaining the information jointly 
can minimise the potential for 

while maximising the opportunity 
to leverage the public health and 
law enforcement knowledge, skills 

When conducting joint interview, 
predetermination of who leads the 
interview, how the patient will be 
approached and other key logistical 
elements should be worked out ahead 

Regardless of whether 
information is obtained jointly 

or not, it is critical to have 
protocols and procedures in 
place to enable the sharing 

of information. 

TRAINING AND EXERCISES

ON C E J O I N T S T R A T E G I E S ,
protocols and procedures are 
developed, joint training and 

exercises will provide the opportunity 

for public health and law enforcement 

identify issues, gaps and inform 

SUMMARY

IN SUMMARY, BOTH law enforcement 
and public heath entities share 

Both entities have roles that are 
critical to the successful outcome and 

Developing pre-planned protocols and 
procedures for sharing of information 
have the potential to improve 

Providing joint opportunities for 
training and conducting exercises can 
lead to further enhancements to these 
plans and lead to improvements in 

REFERENCES
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DR. VAYA, MR. NILESH, DR. DEVVARTA

(Gujarat Forensic Sciences University)

IN THE LAST two decades, rapid 

information technology and 
overall growth in the economy has led 

in the nature of crime including 

change in the attitude and mindset 

attacks have become both a national 
and international concern as the 
cause is of either an ‘ideological’ or 

perpetrators carrying out these attacks 
may not have any criminal history 
which can render them as suspects to 
the law-enforcement agencies on the 

a country with just an intention to 

and execute the group’s intention 
with their local network once they 

attacks may be intended mainly to 
seek the attention of masses, thus the 

it is essential that security agencies 
are well-equipped with advanced 
technologies to nab these people with 
ill-intentions, and it is the need of the 

Forensic psychologists play a key 

Past experience has shown that 
in order to prevent or tackle an 
organised crime, ways and means 
adopted by the perpetrator as well 
as the strategies designed for the 
execution of criminal activity must 

of [forensic psychology division at 
the Directorate of Forensic Sciences 

nearly 5000 suspects referred for 
various psychological techniques 
of investigations in the last three 
decades has helped in understanding 
how the mind of a perpetrator works, 
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how it can be assessed and last but 
not least, how the perpetrator also 
needs psychological help for handling 

thoughts and emotions in a way the 

Apart from working with criminals, 
a forensic psychologist carrying out 
his/her role in crime prevention efforts 
also requires technological help for the 
purposes of:- 

Identification:

THIS WARRANTS A technology 
capable of identifying the 
motivation, intentions, and 

behaviour of a person by focusing 
on the thought structure, process and 

ideas before they crystallise to clear 
This process is like a blueprint 

“thought blueprint” can be tracked and 

be put to the thought process before it 
is coloured with emotions and ready 
for ignition by the belief system of the 

care is given by way of counselling 
during this state, it can save a person 
from becoming a probable perpetrator 

Prediction: 

IN CASE OF failure to identify them 
at the initial stage, crystal clear 
thoughts coloured with emotions 

may become “passion” waiting to 
be ignited by the individual beliefs 
for a congenial opportunity for 

with similar thoughts and beliefs 
in the social milieu, an intention 
with ignited emotions drives like-

the intentions are crystal clear and 
ill-driven by the belief, culminating 

individual’s social milieu motivates 
the planning of the outburst and 

crystal clear ill intention entailed 
with negative emotions supported by 
the social milieu provides a sense of 
belonging and helps in strategically 

Prevention: 

IF TECHNOLOGY HELPS in detecting at 
this stage, the impending outburst 
can be prevented, aborted or 

thwarted by not allowing the ill-intent 
This can 

help in preventing the person from 

help in unearthing the future course of 

Detection: 

IN CASE OF failure to identify these 
thoughts at the aforementioned 
stages, and there is a catastrophic 

attack, investigation starts and a 
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useful technology should be capable 
of detecting only the perpetrator from 
large number of suspected persons 
in a short span of time in a reliable 

base, and be user-friendly without 
any discomfort for the examinee 

capable of giving direction to the 
investigation by correctly identifying 

technology capable of screening the 
intentions to identify the ill intentions 

Predicting future course 
of action: 

IF IN SPITE of all preventive 
measures, when an attack takes 
place, it is essential to detect 

individuals harbouring hostile intent in 
real time to change the probability in 

From the suspects harbouring hostile 
intentions, detailed investigation 
should help in unearthing strategies 
and plans of likely targets which can 

Different types of polygraph 
instruments, Electroencephalograph 

forensic psychological assessments 
are used for eliciting physical 
correlates for comprehensive 

psychophysiology, electrophysiology, 
or neuropsychological methods 
for eliciting physical correlates for 

Recently, a high tech, handy, 
portable, user-friendly screening 

is an Autonomic Nervous System’s 

that various ANS parameters such 
as the Galvanic Skin Responses 

and so forth react to the conscious 

is based on the assumption that 
an individual can be stimulated to 
generate psychophysical reactions to 

a desire to hide a criminal intent will 
have different Stimulated Psycho 

the SPPR of people not having such 

purposes of identifying a perpetrator 
of a criminal act from the group of 

based on the assumption that if an 
individual has committed a crime, 
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then his SPPR of the triggers related 
to the Relevant Stimulating Objects 

SPPR of the RSOs of non-involved 

DETAILS OF THE SYSTEM

SDS IS A compact, user friendly 

consisting of a laptop, 
headphones, and skin-conductance 

to the user so that it can be used 

software which analyses a galvanic 
skin response of the individual and 
also provides results on the basis of 

The examinee is requested to 
sit comfortably, place his or her 
palm in a sensors cradle, put on 
headphones and answer several sets 

both in text and audio mode by the 
system, while the sensors measure 

Two types of questionnaires are 
prepared, one for screening and 

questions are prepared and fed to 

are six sets of questionnaire in each 
screening test and each set comprises 

stimulate examinee’s unconscious 

The examinee is instructed to answer 
the questions accordingly depending 

Even if the examinee does not wish 
to respond verbally, the system picks 

seven minutes and after the completion 
of the test, the decision will be made 
to classify the individual as suspect 

examinee is found to be a suspect, 
further information for directions of 
investigation is provided by the system 
and the system will automatically 
present an additional two sets of 
questions in order to reduce false 

The system records both audio and 

procedure of using this questionnaire 

The basic input which is required 
to analyse the guilty knowledge is 

Through Galvanic Skin resistance 
sensor, the individual’s responses are 

Responses collected by the 
system are analysed by the software, 

parameters pick up signals of tension, 
response delay, latency and amplitude 
of the response, and the individual’s 

unique sophisticated parameters 
of the system which make it more 
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responses collected are intended to 
compare between baseline reactions 
and reactions to incidence-related 

related questionnaires are compared 

these parameters are analysed using 

Networks and Pick of Tension, 
which are effective in measuring 

This algorithm combines the results 
of all these parameters and offers the 
following results:

The strongest reaction and 
the second strongest reaction 
generated by stimulus
The strength and validity of each 
reaction
Tampering attempt by the 
subject

The result of the system is given on 

also validates the responses and 

The validity helps in understanding 
the physiological as well as external 

The tool also helps in understanding 
the results when a person is under 

on neural network mechanism and 
biofeedback, the instrument measures 

•

•

•

baseline on the basis of the individual’s 

substance or tampering is not taken into 

results, which is in a way measure of 
validity while measuring output result 

SDS AS A SCREENING TOOL

WHEN AN INVESTIGATOR is not 
clear about the role of the 
examinee in the crime, 

the screening which takes less 
time and helps in minimising the 

To identify the role of a 
suspect, investigation is done. 
It helps in understanding the 
information about the crime 
which is known not to others 

but the perpetrator only.

Technical evaluation of the SDS was 

focusing upon the feasibility of its use 

experiments  were conducted 

detecting suspects and non-suspects 
Twenty college 

students aged between 20 to 25 years, 
who volunteered for the study, were 
included and randomly distributed 
in two groups – experimental and 
control groups with both having 
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experimenter who had to assess the 
subjects on the SDS and to decide 
on the basis of the SDS results about 
a subject’s suspect or non-suspect 
status was blind to the group status of 

The experimental group subjects 
were briefed about the task they 

clip about the procedure to prepare an 

they had to go out of the lab premises, 

The control group was not exposed to 
any video and were not instructed for 
the task that the experimental group 

After the completion of the task 
by the experimental group, subjects 
of both the groups were assessed on 

the instrument was successful in 

six suspects were subjected for 
screening in blast cases, the system 
suggested probable belongingness of 

organisation, probable source of 
funding, future course of action, 
probable time and places of future 

suspects suggested that it is a useful 
and time-saving method to gathering 

help in preventing the catastrophes, 

aborting the course of action by 

preventive forensic aspect of detection 
helps in saving an individual from 

CONCLUSION

THE SDS IS an effective 
s c r e e n i n g  t o o l  f o r  t h e 
identification/detection of 

a person with ill-intentions which 
can be further investigated on the 
basis on the results and the gathered 
information can be used for the 
purpose of prevention of further 
crime as well as the perpetrators 

SUGGESTIONS

FUTURE STUDIES ARE required to 

the measures to suppress the 
ANS reactions to deceptions, often 
used by people undergoing these types 

REFERENCES

guilty knowledge technique: The effects of 
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forensic areas, while at the same time, provide the highest calibre in diagnostics, psycho-
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Interviewer: PS, welcome to the 
Home Team Academy. We are very 
pleased to have you share with us 
your perspectives on the changing 
landscape of Homefront Security in 
Singapore and more importantly, how 
we can leverage on innovations and 
foster a culture of creativity.

appointments, you have been the 
Permanent Secretary at MINDEF 
and you are at present concurrently 

the Permanent Secretary for Foreign 
Affairs and Permanent Secretary, 
National Security and Intelligence 
Coordination. Now, from your 
experience at the helm of these 
key ministries, what do you see 

Homefront Security?

PS:
time when the Ministry of Defence, 
and what we know as the Ministry of 
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Home Affairs, was a single ministry – 

The government took a decision 
to split these into two separate 
ministries, so each could focus on 

Defence focused, obviously, on 

build-up of our defence capability 
and this was during the period when 

of course, the new Ministry of Home 

think that proceeded for a couple of 

place when the Ministry of Home 
Affairs created this concept of the 

Interviewer: That was essentially 
the milestone, wasn’t it?

PS: 
milestone, not because overnight it 
changed things but what it changed 
was to alter the way people within 
the different groups looked at their 
work – they no longer saw their  job 
as policing work or civil defence or 

working towards a larger goal, as 

course, it takes many years for this 

not just talking about the September 

it became very clear that for us to deal 
with this new kind of threat, we could 
no longer operate within our silos, or 

The security landscape has 

to get the Ministry of Defence, the 
Ministry of Home Affairs and indeed, 
other ministries like the Ministry 
of Transport, Civil Aviation, the 
Maritime and Port Authority, Land 
Transport Authority, all coming 
together to tackle a new and very 

the Home Affairs had already started 
this process of thinking of how they 
had to work together with others made 
it much easier for them to transition in 
the end from thinking about the Home 
Team to thinking about the ‘whole-

that was very critical, the concept of 

That involves having to deal with the 

Interviewer: I can imagine that it 
would have been a long arduous road 
to achieve this…

PS: There will be turf battles 
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see that the agencies came together 
and saw that there was a mission 
that no single agency could meet on 

was easier to work together – that this 
was a national mission and therefore 
they had to commit resources, and 
put their heart and soul into it, even 

other governments which have taken 

US Homeland Security combined 
something like 25 agencies from 
different departments to create the 
Department of Homeland Security, 
in the hope that they would be able to 

Second, the departments have other 

a department that is dedicated to 
Homeland Security, what about their 
other responsibilities? So something 

slightly different – let’s try to operate 
in a matrix, whole-of-government 
fashion and try to create a mindset 
in which people give as much 
commitment to their responsibilities 
in this network of cooperation as they 
would to their own statutory board 

very clearly, big turf battles, though 
everybody would deny that those 

Interviewer: That was the reality 
wasn’t it?.… 

PS: But that was the reality of how 

in very noble language, that “we are 
not doing this because there are other 
important things to do and we’ve got 
our priorities.” But of course, in the 
end, it boils down to the turf battle, 

“not
invented here – if it is not my idea, I 
am not going to support…” So that 

Interviewer: It was obviously a 
big internal challenge, and I can see 
from what you’ve told me, how this 

view of these challenges both internal 
and (the internal aspect is quite big), 
and of course external, faced by all 
our Homefront Security agencies 
these past few decades, what do you 
think are some of the noteworthy 
innovations or developments that 
happened during this period or 
as they evolved, that particularly 
impressed you?

PS:
both to illustrate your point, and to 
show how in the end we were able 
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was both vulnerable to terrorist 
attacks and it was an island very 

But it was designed for safety, not 
“Well, 

this is an immediate problem, we 
better do something about it.” And

studies and in fact, the study showed 
that if there was an attack in the right 
places, the consequences could be 

– JTC, the Ministry of Defence, the 
Ministry of Home Affairs, Police, 

was we needed to do something about 
it and the immediate consequence 
was to put out SAF and police 

“Well, 
this is not a sustainable approach.. 
You can’t sustain that kind of thing 
and those kinds of numbers in terms 
of deployment and with the number 

we needed to spend money to build 
some kind of security infrastructure, 
including a proper facility to check 

Interviewer: Something sustainable 
and manageable…?

PS: 
fencing, watch towers, cameras 

“You 
should spend the money, because 
it is in your interest to do it. This 
is to protect your assets, your 
infrastructure.” 
“Let’s look at it from a different point 
of view. This will be your competitive 
advantage because in the end, 
people put money, in this new world 
of protection against transnational 
terrorism, where they believe that 
their investments, infrastructure and 
assets can be protected. So this will 
become your selling point.”

Interviewer: And of course 
investors are very much interested in 
knowing that their assets are secure.

PS: Yes, they want to know that their 

some initial natural reservations as 
some money might have to be taken 

end, they had a reasonably good 
protective capability around the 
island, not perfect, but a reasonably 

discovered that this really was their 
competitive advantage, and they 

was a very hard process to achieve 
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you talk about innovations, it is not 
always the obvious, such as putting 
up fences, checkpoints and those 

up with the concept and framework 

innovation here, was the idea that 
“this is your competitive advantage.” 

Interviewer: Essentially, you had 
to convince people that it is in their 
interest….?

PS:
it is in their interest and once they 
half believe it, then things will start 

We were of course, very worried 
about the security of our seaward 

it is relatively easy to monitor the 
movement of the large ships, it is 

There are so many more of them, 
moving all over the place, moving 

particularly important, in terms of 
the movement of ships near sensitive 
installations1, whether it’s Jurong 

solution to the problem of harbour 
craft is a ‘no brainer’: simply put some 
kind of transponder on the harbour 

“Well, how can we do this cheaply?” 
The reply to this was, “Let’s use 
GSM2

what they did because these small 
craft are all within range of our GSM 

Interviewer: So essentially we 
tapped into an already available 
solution?

PS:
You just need to do a bit of work on 

system costs roughly about a few 

was going to be how do we persuade 
the harbour craft to do it? 

Interviewer: The same question 
crops up again, how do we ensure 
cultural buy-in?

PS:
buy-in? We felt it would be not 
sustainable for the government to 

Not because each unit is expensive, 
but there will be new craft coming in, 
there will be requirements to replace 
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license to operate as a harbour craft, 
you must also agree to put and install 
these parts, namely the transponder 
system and you must be prepared 

Interviewer: I suppose the 
intention is to make one realise that 
the whole package for getting the 
license involves incorporating these 
security measures?

PS: So the whole package is this: 

operating a harbour craft, getting 
the transponder is part of the entire 

innovation, we should not just be 
thinking about innovation in terms 
of technical innovation, or process 
innovation, we should look at policy 

innovations in order to support some 
of these systems and ideas which 

the policy innovation for harbour 

What’s the policy innovation for 

innovation of saying, “That’s your 
competitive advantage.” So let’s not 
just think about policy innovation 
at just the small level, because the 
policy innovation is as critical as 
the technological innovation or the 

Interviewer: If not more so at 
times…?

PS: 

Interviewer: And it brings us very 
nicely to the next point, because, 
many of these policy innovations, 
cannot operate in isolation, you 
can’t just look at our own internal 
environment but also at what’s 
happening outside. Quite naturally, in 
this globalised world that we now live 
in, it’s very important that we adopt 
an international outlook to validate 
and improve these local capabilities 
that we just talked about. Now, we 
are not alone and we have a lot of 
partners, foreign counterparts. I am 
just wondering how we can actually 
learn from them as well?

PS:
You must go out to actively look 

must meet people of all kinds and 
sometimes they’ve got harebrained 
ideas, sometimes they’ve got very 
good ideas.

But if you try to take in everything, 
you have no time at all to do anything 

You must know how to 
filter out the wheat from 
the chaff, but at the same 
time look at their ideas. 

Don’t reject them 
unnecessarily out of hand. 

Be prepared to meet people. 
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out the wheat from the chaff, but at 

Don’t reject them unnecessarily out 

My operating principle is not to 
just focus on what the international 

good ideas, but also to look at what 

to believe that all the best practices 

have reached a stage where many of 
the best things which are being done, 

Interviewer: In Singapore itself…? 

PS: Yes,

is a source of great admiration to 
me, to see how the SCDF has relied 
on its own people and its own sense 
to innovate and create some truly 
innovative products – such as the Red 

These are not ideas which they’ve 

believe that they are as good as 

believe they can translate these ideas 
into workable products, and they 

maybe we should look both inside, 

close off the search but we must be 
prepared after a while, to say, “Okay, 

Say, “Okay, this is something which 
works, but can we improve on it?” 
So when moving in such a direction, 
always have a problem solving 
mindset that does not aim for 100% 

Interviewer: I suppose to allow it 
to work with the ground reality and 
see how it goes…. 

PS: Let it work, see how it works and 

Interviewer: Yes, that will come 
later; you improve as you go along. 

When we think of innovation, 
we should not just be 

thinking about innovation 
in terms of technical 

innovation, or process 
innovation. We should look 

at policy innovations. 
Because you need policy 
innovations in order to
 support some of these 

systems and ideas which 
you want to implement.
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It’s interesting that you should 
mention that, because you are very 
correct to say that many of these 
solutions sometimes can be right 
under our noses. Sometimes what our 

Moving on from that point and the 
whole idea of fostering innovation 
and a culture of creativity…. the 
notion of having to innovate is not a 
very new concept. It’s been repeated 
many times in different contexts and 
often it can run the risk of becoming 
rhetoric and routine. Now I’m just 
wondering, how can we actually 
encourage this culture of innovation 
and creativity among our Home Team 

being imposed on them?

PS: Well you cannot really impose 
innovation because people are not 
going to be innovative because you 

a framework you establish within the 

what the leadership itself does to 
facilitate new ideas to surface, to help 
translate, and to encourage these new 
ideas to be translated into something 

James Tan3 at that time said, “Go out 

need a system in place, which allows 

people to surface their ideas and 
then, you need to create some kind 
of critical mass around these ideas 
so that these can be translated into 
some piece of equipment or some 

 and the Staff 
Suggestion Scheme – the kind you 

the quality of leadership and what the 

starts off with “I’ve got a problem 
– now what’s the solution?” 

“what’s the 
problem, what’s the solution?” 
can ask someone to tell me what they 

the right type of people? The right 
type of encouragement? They might 
come back to me and say, “well, okay, 
I think I dreamt of this idea of a ‘Red 
Rhino’5, that’s it.” Now what does the 

“yes, thank you 
very much” 

Interviewer: I can see how it 
always has to start with the problem 
at hand and asking those very simple 
questions like, “this is the problem, 
what are the immediate solutions we 
have around us”…… but just to tap 
on this idea of ‘problems’, because a 
lot of these problems are not always 
internal, some of them are happening 
as a result of our rapid globalisation 
in all arenas – both the economic 
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and political. In today’s climate 
we’re getting a lot of new challenges, 
stemming from let’s say, new media, 
a burgeoning foreign population 
and of course an outward and very 
expressive younger generation. I’m 
just wondering, all these challenges 
that are coming, both internal and 
external, what do they pose for our 
Homefront Security landscape?

PS: Well, clearly it will require new 

new skill sets and new capabilities 
among the people who work in the 

you consider important will still be 

dealing with the population that is 
more demanding, has much higher 
expectations of the Home Team and 
of the individual services within 

tolerant of failure; they will be less 

think that means your ability to deal 
with the community – face to face, 
through the new media – will have 

are unable to both communicate 
through the new media or deal with 

have both skills; you can’t have one 

another important skill set that is 

You mentioned that we live in a 
globalised world and increasingly 

our problems are therefore globalised 

terrorism or our concerns about 
security in the aviation arena, there 
are concerns about the movement 
of strategically sensitive material, 
criminals crossing borders around 
the world, money laundering, and 

cooperation with authorities, not 
just in neighbouring countries but 

with global organisations such as, 

and more, our people in the Home 
Team will have to think not just 

feel comfortable, not just operating 
in the local domestic environment 
but equally comfortable operating 

and legal statutes to back you up; 

You go overseas, it’s quite different 
– you are one of many, you need to 

going to be skill sets that we will 

Interviewer: Yes, I can see how we 
can of course dictate a lot of things 
if they are internal to us, but many 
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of these issues and problems which 
require cooperation outside our 
borders require an entirely different 
set of skills that are not just technical 
but more people based. 

PS:
have to cooperate and work with 

6 and the police in their 

deployed in places like Timor Leste 
and in the last couple of decades 

Interviewer: I think we have taken 
a big step in that direction and the 
road ahead looks very promising. But 
of course there are going to be a lot of 
challenges to overcome. In light of all 
these current trends and developments, 
can you tell us what you think is the 
single most current and innovative 
solution that is basically helping to 
address these issues?

PS: 
competitive advantage is going to 
come from our ability to work at a 
‘whole-of-government’ level – in a 
networked
we don’t just take the point of view of 
one individual agency or individual 

also try to contextualise what we do 

not just an academic or intellectual 

truly believe in and must be prepared 
to act on and this is what we are 

We have to internalise it and 

clearly improved in the last decade or 

of the most networked governments 

we have some inherent advantage, 
because we are small; everybody 

things much more quickly than even 
much larger countries that have many 

might have the federal government, 
provincial governments, central 

We also don’t have the geographical 
problems associated with large 

But this is not something that 
happens naturally, it requires constant 
attention, it requires the attention of 

think if we do this well, we will gain 
the recognition of our counterparts as 
a government that is going to truly be 

ENDNOTES
1 Key installations are establishments vital to 
our nation for the continuous provision of essential 
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of the Singapore Civil Service who retired from the Administrative Service in September 

Secretary in the Ministry of Foreign Affairs, and Permanent Secretary for National Security 

Senior Advisor to the Centre for Strategic Futures, in which he was instrumental in setting 

2

3 Former Commissioner Singapore Civil 

a group of people from the same work area 
irrespective of appointment, who meet regularly 

adapt the work area and hence the department 

conduct studies on how to improve their 

service, knowledge and skills, team work, work 
performance, use of resources, work goals, 
objectives and targets, systems, methods and 

5

This is a formidable vehicle used by SCDF which 
could maneuver into every corner of a HDB 

equipped with a hydraulic system for rescue tools, 

6

Home Affairs

EDITOR’S NOTES
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THE QUESTION CAN be stated 
simply: Why is new media 
relevant for the Home Team? 

The answer, however, may require a 
lot more space, both to state and to 

to do so, by looking at where new 
media is heading and the manifold 

SOCIAL MEDIA: 
WHAT’S HAPPENING
AND WHAT NEXT

Growing Popularity of Social 
Media in Singapore

THERE IS NO doubt that social 
media is big, and getting even 
bigger, not just worldwide 

A 
recent study by Nielsen
found that 52% of Singaporeans 
were already using social media1

According toto ComScore, more than 

an average of 21 hours online in 

entertainment, and social networking 

topping their online activities2

Synovate

youth into blogging, with 35% 
updating their blogs regularly; while 
51% updated their social network 

others3 Nielsen Media Index

adults going online daily, with 

online communications, entertainment 
and social networking

The top social media platforms 
here are Facebook, YouTube, 
Wikipedia, Twitter, and Flickr, 
each leading its own category5

particular, Facebook has grown 
tremendously popular and is today 
Singapore’s most visited online 
destination, even overtaking search 

or about 27% of Singaporeans, are 

than 2 million Singapore-based 
Facebook accounts6

new, is growing fast with an estimated 
7

MR. KOH KEW SOON
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A Singapore Polytechnic survey 

local youths visited Facebook, 35% 
YouTube8

What’s New in New Media

THE NEW MEDIA landscape has 
continued to develop rapidly, 
with new technologies and rich 

applications emerging, underscoring 
the need to constantly anticipate 
trends and their impact, so that even 
if we cannot manage to ‘stay ahead of 
the curve’, we can at least stay abreast 

Real-
time Web’, including ‘real-time’ 
news, comments, interaction, search, 
collaboration, etc

video-conferencing have long catered 
to smaller groups, the rise of Twitter 
and Facebook have enabled ‘instant’ 
social updates to be sent, shared 
and forwarded among much larger 

integrate such discussions with other 
live content such as video streams10

Search engines and social news sites 
have also upgraded themselves to 
offer more ‘real-time’ search results, 

blog posts, tweets or other content 

almost.at
lets you observe and discuss events 
happening remotely, in real-time, via 
a combination of text-based and visual 

recognising the potential of ‘real-
time news’ and the need to compete 
with social media sources, have used 
Twitter and ‘breaking news’ sites to 

mobile Internet users worldwide 

to more than double by the end of 
201311

penetration rate increased to 136% 

12

iPhone alone accounts for about 33% 
13

of the iPhone have reached 57 million 
units, and Singapore is number six on 

Today, more than three million 
people in Singapore have mobile 3G 
subscriptions, allowing them to ‘plug 
into’ countless online sites and data 

At the same time, geo-spatial

grown more sophisticated and 
powerful, allowing the integration 
of richer data, including social and 
multimedia, with interactive map 

GoThere.sg, a popular 
local start-up, provides dynamic 
maps with instructions on how to get 

Google Street View allows one to 
virtually move through any street in 
Singapore and have a 3600

the Singapore Land Authority has 
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launched OneMap to bring combined 
locational data from government 
agencies to the public via an online 

Related to mobile and geo-spatial 
technologies is the rise to augmented 
reality, a hot growth area in the new 

technologies such as GPS and built-
in compasses, it brings location-
based data to mobile phone screens, 
enabling layers of web data or 
virtual images to be super-imposed 
on top of ‘live’ camera views on 

reality applications such as Layar
and Wikitude are already available 
locally on iPhones and Android-

online data such as videos or tweets 
become geo-tagged, we will see even 
richer data and social interaction via 

NEW MEDIA OPPORTUNITIES 
FOR THE HOME TEAM

THIS SECTION WILL include a 
number of examples of new 
media usage from overseas 

agencies, presented as possible 
opportunities with some observations 

Team agencies are in the best position 
to evaluate whether to explore them 
conceptually, experiment on a small 

further, while complying with existing 
policies and addressing concerns such 

Image-Building, Community 
Outreach and Recruitment

NEW MEDIA, WITH enriched 
multimedia, interactivity and 
the potential to form online 

communities and galvanise positive 
action, is an ideal platform for image-
building, community outreach and 
recruitment, especially if young 

The use of multimedia 

the actions of uniform groups and 

challenge is how to make such 
multimedia content more interesting, 
appealing and even interactive, 
in order to capture attention and 
connect to youths, and have a chance 

innovation, and perhaps a degree of 
humour, originality and spontaneity 

dedicated resources and roles,
such as setting up a dedicated role or 
portfolio for digital communication 

UK’s West Midlands Police recently 

Chief Constable Gordon Scobbie, 
had taken on a new portfolio for 
digital engagement
require more extensive use of online 
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communications, such as speeches, 
press releases, press conference, 

Content would also need to be 
customised and adapted for different 

long article, like the one you are now 
reading, is generally ill-suited for 

While not essential and dependent 
on personal inclinations, it would 
be useful for key leaders and 
spokespersons to be new media-
savvy and to have an active online 

a blog, where the public can read 
about their vision and hopes for their 
organisations, and their thoughts 

can help to recruit by blogging or 
posting about their organisation’s 
need for public-spirited individuals 
with similar interests and dedication 

One example is the Houston Police 
Department, which has a recruitment-
dedicated blog15 with daily entries 
giving insights into police jobs; 

site; and on top of all this, the 
Houston Police Department Chief’s 

At the same time, especially 
for agencies that perform a vital 
public service, one could consider 
allowing the

specialists to share about their work 

more intimate, rare glimpses into 
the type of work they do and their 

combination of tools such as blogs, 

front-line staff, or show them going 

capture highlights, such as parades, 
exercises or when forces are deployed 

over-dramatise the ‘action’, it would 
help to show the dynamic nature of 

Lincoln, Nebraska, USA, himself an 
avid blogger, recently got 18 of his 
police academy recruits to blog about 
their experience16

Where social networking is 
concerned, Facebook is the obvious 
choice given its overwhelming 

about Facebook is that it also allows 

But at the same time, individuals in 
your organisation can also use their 
personal pages to reach out at an 

can connect at a more personal level, 
resembling the “cop on the beat” 

is also possible to create social network 
pages targeted at youths or children, so 
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that children who are witnesses to or 
victims of crimes have a safe, friendly 
online channel to inform or seek help 

Police Department17

Appropriate online advertising
can also be considered for recruitment 

cost-effective to adapt existing print/

advertising can be done on selected 
websites, search engines and social 

search engine in Singapore, can be 

phrases, and can be targeted at people 

ads, Facebook is probably the best 
choice due to its reach; furthermore, 

Going further, one can perhaps 
consider creating a Facebook app
for existing members of Home Team 
agencies to recommend job openings 

sort of social recommendation can 
be more effective than ordinary 
advertising because the invitation 
comes from a friend who knows one’s 

example of an agency that has 
actively leveraged on various new 
media platforms for image-building, 

social media platforms like Facebook, 
Twitter, YouTube, and even billboards 
on Second Life18, it also created a 
“Most Wanted” iPhone and iPod 
Touch application which was 
downloaded more than 350,000 times 
in 80 countries worldwide between 

successful initiatives is a series of 
widgets  that the public 

can add to any blogs/websites to 

have been “enormously popular”, 

people to our website”, while the 
latest widgets averaged “more than 

20 that 

videos, social sharing options, buttons 

Video games and online 
games are another form of digital 
media that can help to showcase an 
organisations’ work and contributions, 
and even allow the public a ‘hands-
on’, interactive way of virtually 

For example, a game can simulate 
how the police patrol and deal with 

highly interactive social games on 
social networks like Facebook are 
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especially useful, because they are 
generally cheaper to produce, and 
can reach more people because they 
are easy to play, there is no need to 
download or install and well-designed 

possible to consider ‘deeper’ games 

players to immerse themselves in the 

games, one can also tap on 3-D virtual 
worlds such as Twinnity to host 

virtual locations, or create interactive 
online virtual tours of police stations, 

a 3-D world presence or 3-D tours 
may have a novelty appeal, one 
should also consider the downside 
as they can be costly to produce and 
their reach and impact may be limited 

For all multimedia, games, 
interactive digital media, widgets etc, 
it is important to have a clear publicity 

distribution channels/mechanisms to 

and impact to justify the resources 

Public Education and Alerting

NEW MEDIA IS also a useful 
channel to educate the public, 

YouTube videos can give step-by-step 

safety, while Twitter messages can 
be used to disseminate daily tips or 

interactivity, a Facebook app or game 
can guide people through a step-by-

polls can be used to assess their level 

can be set up for those with special 
interest in learning more, sharing with 
each other, or giving their feedback/

like posters and booklets should be 
digitised as far as possible and made 
available online, either in PDF or 
other easily browsable and printable 

New media can also be 
used to highlight good citizen 
contributions and praise public-
spirited volunteers, in order to 
encourage and reinforce such 

police forces have adopted an online 
‘name and shame
Denton Police Department in Dallas, 
USA, publishes its arrests on Twitter, 
together with Twitpics showing 
mugshots of the people arrested21

This not only shows that the Police 
Department is actively doing its job, 

year-end festive period, police 
in the Housten-area county of 
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Montgomery decided to name and 
shame drunk drivers on Twitter22

More positively, new media can 
also highlight rehabilitation and 
reintegration efforts for convicts, 
and help ex-convicts gain acceptance 

is the Yellow Ribbon Project website 
in Singapore23

An online database of crime 
reports is also one way of educating 

law enforcement agencies on crimes, 
but also integrates the data with 

geo-tagging has a lot of 
potential for safety/crime-related 

location-based details can be geo-
tagged, such as crime scenes or 

locations of nearest life-saving 

tagged, such information can be 
made available on online interactive 

photos of locations can also be geo-
tagged, so that they will turn up when 

searches, and can also be used with 

There is an established trend of 
crime-mapping
Stumble Safely
on crime spots in Washington so that 
they can navigate safely though the 

Oakland
Crimespotting25

types to different locations and one 
can view how this changes over time; 
the site also provides crime reports, 
information on police beats and alerts 

NSW Crime Explorer 
and How Safe is Your Suburb26

Even the media have picked up 
LA 

Times’s The Homicide Report27 maps 

28

Geo-spatial information can 
also be integrated with other types 

videos of Crime Watch episodes can 
include embedded video links to 
Google Maps showing the locations 
of the crimes, with additional 

the location’s street photo from 
Google Street View Singapore to give 
the public a view of the actual crime 
scene, without having to physically 

The rising adoption of mobile
devices with geo-tagging features 
and apps brings even more 

Singaporeans with smart phones to 

on the go, to better prepare them 
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can further extend into augmented
reality mobile applications; for 
instance, apps that tell people which 
direction to go, how to get to, how 
far to travel or how long it would 

Or imagine a mobile application that 
triggers whenever one walks past 
a crime scene, popping a photo of 
a suspect and inviting witnesses to 

reality can also be used in conjunction 
with crime scenes

Citizen Alerting 
and Reporting

AKEY COMPONENT OF

is the rise in user-generated 

The example of SPH’s STOMP 
website shows there is no shortage 

STOMP’s most popular section is the 
“Singapore Seen” section where users 
submit photos or videos highlighting 

can be used to encourage active 

and alerting of crimes or safety 

mobile phones make it easy for the 
public to not just report an incident or 
threat immediately, but to also record 
photos or videos and send them to 
the relevant authorities 

Additionally, the contributor can 
geo-tag this information so that the 
authorities can ascertain the precise 

to all kinds of emergency situations 
can glean valuable information from 
videos/photos before they even arrive 

Mobile apps can encourage the 
public to help keep a watchful eye on 
potential repeat offenders and to alert 

is the Offender Locator iPhone
app that reveals the location of sex 
offenders, reportedly downloaded 
more than a million times30

apps can also allow the public to 
not just report a crime in progress 
but also seek immediate assistance, 
including practical tips on what to do 

the Jtrek app allows one to quickly 
alert friends, families and security 
personnel of an emergency or a crime 
in progress31

Facebook can also be a good 

SPF has already been doing so to 

the notice of a law enforcement 
blogger who praised the SPF’s 
Facebook fan page as an example 
of progressive use of social media 
for law enforcement32

using a Facebook fan page, one 
can even create a Facebook app to 

Greater Manchester Police created a 
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GMP Updates
provides users with crime news and 
missing-persons stories while making 

police departments are also using 

including departments in Greenland 

Chicago, Dallas, etc33

Finally, dedicated neighbourhood 
portals can also enable residents to 
interact with Home Team agencies 
and to exchange information with 

neighbourhoods are useful because, 
again using the example of Police, 
relevant Police Divisions or police 

in a neighbourhood can interact 
directly with the residents in that 

more direct and focussed sharing of 

example is Nixle , which provides 
a one-stop portal for sharing and 

over social media is that information 
on such a portal can be more secure 

thus providing a trusted online 
channel for “local, county and state 
law enforcement and government 
agencies to connect with local 
residents over cell phone, email and 
web and to deliver information”35

easily interact and give feedback 
via Twitter36

Crisis Communications and 
Management

WHILE NEW MEDIA is useful 
for both sudden crises 

creeping crises 

important for the former because 
demand for information is likely to 
spike tremendously in the immediate 

People will be searching 
online

updates, advisories and assurances 

visiting government websites, many 
may simply do an online search and 
trust the search engine to lead them to 

information needs; such as Wikipedia 
for factual details; YouTube and 
Flickr for multimedia; Twitter for 
blow-by-blow updates; and Facebook 
and discussion forums for online 

authorities is how to leverage on these 

With the move towards real-time 
media

So another key challenge is for 
the authorities to speed up internal 
processes and reduce response time 
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in order to quickly generate and 
push out information through online 

preparation and planning during 
‘peacetime’, to lay the groundwork 
for the use of various new media 
channels, and to prepare relevant 
new media content and ‘templates’ as 

proactively pre-empt and prepare,

example of an organisation that has 
made use of new media platforms 

comprehensive website includes a 

emergency preparedness widgets for 
downloading, and a detailed list of 
RSS feeds for different topics and 
regions37

accounts on YouTube, Facebook and 
Twitter that are regularly updated on 
preparedness, protection, response, 

Recently, there is news that FEMA is 
searching for a social media company 
that can provide on-demand services 
to deliver information from disaster 
areas via social media channels38

During a crisis, emergency
messages and alerts can be pushed 

University’s use of a Facebook app, 
Twitter and RSS to complement 
email and text messaging

integrated into a single emergency 
messaging system for broadcasting 

Facebook can be especially useful 
in providing emergency alerts, since 

population is on Facebook, and can 

Going beyond Government 
communications, new media 
can also be used for sharing of 
data between responders, rescue 
workers, volunteers, hospitals, 
charity/humanitarian organisations 
and members of the public, in 
order to facilitate crisis rescue/

Also, community resilience can 
be strengthened by having online 
platforms and channels where the 
general public can chip in to give 

by volunteering or providing asset, 

Take the recent Haiti earthquake

done by the Haiti government, 
the international community used 
a number of digital platforms to 
help Haitians and rescuers
source maps and geolocational data 
were shared via platforms like Haiti
OpenStreetMap , providing locations 
of critical infrastructure, damage 

of these maps were also available via 
mobile apps so that responders and 
rescuers could assess them anywhere 
in or outside Haiti
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wehaveweneed.org43, was set up so 
that donors could quickly match 
available resources with the victims’ 

Person Finder 
app44

Help
Haiti Heal website  allowed people 
to check on the status and locations 

Relief Oversight website  tracked 
how disaster relief organisations were 
allocating donated resources in Haiti, 

A Hatian Voices websites enabled the 

At the same time, there was much 

An entry on the earthquake was 
quickly started on Wikipedia and the 
public contributed thousands of edits, 
adding details, photos, citations, 

More than 36,000 videos relating 
to the earthquake were uploaded 
to YouTube, including raw news 
stories, footage of the earthquake 
and rescue efforts, and celebrities 
calling for donations; while Flickr 

Haiti-related topics such as “Help 
Haiti” and “Port-au-Prince” also 

and charity organisations such as the 

also used a range of social media 

chipped in, with Google making 
post-earthquake images available 
on Google Earth; YouTube adding 
ticker-tape messages on every page to 
call for donations; Facebook adding 
information to its global relief and 
disaster relief pages; and even Zynga, 
the leading producer of Facebook 
games, allowed its players to donate 

The Haiti example shows the range 
of uses of new media for managing 

Communicate
– for the authorities to communicate 
key messages and information to 

Coordinate – for 
responders, rescuers, volunteers and 
relief organisations to coordinate 

Connect – for people 
to locate missing friends/relatives; 

Charity – to solicit and enable 
Comfort – to help the 

community provide emotional and 

C’s are often initiated ground-up, 
government agencies can also play a 
role in catalysing or supporting them, 

innovation
friendly nature, was a useful tool for 
everyone in Haiti to exchange news 
and information on the go, but is 
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To enable more information to be 
packed in and more precise targeting, 
the community invented a new 
hashtag syntax

used to trigger a need for help, while 

CONCLUSION

WHILE NEW MEDIA has brought 
many opportunities, 
it has also brought 

new challenges
the battle for eye-balls as online 
sources continue to proliferate; 
the ever-rising challenge of online 

the need to deal with online rumours 
and misinformation; the need to 
authenticate one’s own information; 
and the need to adapt internal 

agencies in particular, two additional 
challenges are: balancing the need 

access to new media technologies and 
platforms; and the use of new media 
by criminals

To deal with these challenges, and 
to leverage on the many opportunities, 
there is no easy short-cut
sector agencies must build up their 
internal new media capabilities and 
experience; allocate more resources; 

continually experiment and innovate 
with new tools and initiatives in new 
media communications; be familiar 
with the latest platforms and tools; 
and learn to apply the best practices 

a clear new media strategy, bolstered 
by clear standards and internal 
guidelines and procedures

align new 
media strategies with one’s overall 
communications strategy for any 

must also be balanced and integrated 

don’t do it 
alone

with the private and people sectors 
and, where appropriate, leverage on 
the online community for crowd-

feedback to user-generated-content, 
but also be prepared to engage them 
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“New media is just a vessel. 
There is no substitute for 

good content.”
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Social and Entertainment Sites” Singapore 

Social and Entertainment Sites

“Synovate shows 
young Asians are driven by media and 
music”

that-young-asians-are-driven-by-media-and-

“Popularity of Social 
Media and the Internet Continue to Rise 
in Singapore”

6 Based on Facebook Ads, which estimates the 
number of Facebook accounts tied to each 

“Exploring the use 
of Twitter around the world”

of-twitter-around-the-world

“Survey shows half 

net” 

“Brace yourself 
for the real-time Web”

10 This was demonstrated by a highly successful 

President Obama’s inauguration in early 

featured a Facebook Livestream integrated 
with live streaming video for PM’s National 

“Number of Mobile 
Devices Accessing the Internet Expected 
to Surpass One Billion by 2013” http://

“Statistics on Telecom Services 
for 2009 (Jul – Dec)”

“10 Ways 
Social Media Will Change in 2010” http://

p

“New Twitter and Facebook 

15

“Recruits Who Blog” http://

My #1 Friend is a Cop”

california-my-1-friend-is-a-cop/

 Also see: 
“FBI Adds 

MySpace Completely Dissed” http://

completely-dissed

“The FBI Adds 
New Widgets And Facebook Quizzes To Its 
Social Media Arsenal” 

“The city where 
every arrest gets twittered”

“Police to put 
drunk drivers’ names on Twitter” http://

23

25  Read 
more here: 

26

27
blog/page/1/

28 See, for example, those listed at 

“Crime Scene as Augmented Reality 

f

“iPhone apps 
help track sex offenders, spot crime”
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“JTrek 
Smartphone Personal Security App 
Downloaded More Than 5000 Times 
During Consumer Electronics Show ‘CES 
2010’ Week” 

slowely-becoming-law-enforcement-tool

“Police Use Facebook to Fight Crime, Talk 
to Residents”

 Also, read: 

police-use-social-media

35

“Nixle 
Adds Stability to Tyrone, GA Tweets”

adds-stability-to-tyrone-ga-tweets

37 FEMA website: ; Media 
Library: ;
Widgets: ;
RSS feeds: 
shtm

38

and Twitter for Emergency Alerts” http://

“Digital Help 
for Haiti”
com/2010/01/27/digital-help-for-haiti

“New Twitter 
Hashtag Syntax for Sharing Information 
During Catastrophes”

“Criminal Taunts Police on Facebook, 
G e t s  C a u g h t ”  
com/2010/01/13/facebook-criminal

to  the res t r ic ted document  “Social 
M e d i a  G u i d e l i n e s  f o r  G o v e r n m e n t 

are just general tips, and one must always 
be flexible in adapting them to the situation 

EDITOR’S NOTES
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SOON AFTER THE 2006 Lebanon 
War, with damage from 2,000 
missile strikes still visible, 

Google had just opened its second 

The second-richest man in the world 

Buffett, the apostle of risk 
aversion, was not indifferent to 

decided to buy machine tool company 

authors Dan Senor and Paul Singer 

eight miles from the Lebanese border, 
were then, and remain, a prime 

do not represent catastrophic risk for 

Start-up Nation
the Story of Israel’s Economic Miracle

Start-Up Nation: 
The Story of Israel’s Economic Miracle

Adjunct Lecturer, Home Team Academy 
& Consulting Editor, Home Team Journal

SUSAN SIM

Book Review:
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Buffett because the plant does not 

management, the international base 
of loyal customers, and the brand 

Start-
Up Nation quotes Buffett biographer 

What Senor and Singer call the 
Buffett Test – a company’s ability 
to deliver under adverse conditions 

chairman Eitan Wertheimer decided 
his factory would not miss a single 

the world, there was no war,” he 

presumption and arrogance often 

Hussein rained Scud missiles 

centre astounded their American 
counterparts by staying open and 
delivering on schedule the 386 chip, 

Carrying gas masks, workers set up a 
wartime kindergarten on the premises 

drive to succeed that is as much 
national as personal – that allows 

geopolitical realities, where war is no 

direct investment tripled from 2000 

was being devastated by a relentless 
string of suicide bombings, say 

staggering statistics:

ups per capita than any other nation 

million had 3,850 start-ups, one for 

than all companies from Europe 

patents, more than the entire Middle 

States, more than 30 times greater 
than in Europe, 80 times greater than 
in China, and 350 times greater than 

entrepreneurial hotspot? As Start-
Up Nation points out with breathless 
wonder, “almost half of the world’s 
top technology companies have 
bought start-ups or opened research 

With stirring stories of 
perseverance and success, the book 

innovation that thrives because it has 
an ecosystem that turns the “unique 
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combinations of audacity, creativity, 

national character into battle-hardened 
entrepreneurship, helped along in 
the early years by an interventionist 
government that was trusted because 
“at no point did anyone pocket even 
one cent,” and an open immigration 
policy allowing Jews from anywhere 

Start-Up Nation often reads like 
it was co-written with the mothers 
of an award-winning cheerleading 
squad, so eager is it to discover the 
spirit of davka residing in every 

Davka, as Senor and 
Singer tell us, is “an untranslatable 
Hebrew word that means ‘despite’ 

economy in the Middle East despite 

Where the book gets really 
interesting is its description of how 

has become the incubator of the 

has poured into defence research 
and training has fostered not only an 
innovation-is-survival mentality and 
anti-hierarchical and enterprising 
ethos, but conscription has also 
spawned networks of war buddies 
who feed off each other’s creativity 
and connections to create an 
innovation cluster with a reputation 
for technology mashups, reaching 

technologies to create entirely new 
Thus the sophisticated 

electro-optical devices invented 

help a missile hit its target has been 

a camera within a pill – the PillCam 
- that can transmit images from inside 

Are the ingredients for a 
successful start-up nation present in 
Singapore? The national experiences 

So why has Singapore failed to 
incubate start-ups? Because it is 
too tidy, too orderly and its people 

Singapore leaders have failed to keep 
up in a world that puts a high premium 
on a trio of attributes historically 
alien to Singapore’s culture: 

Some chaos, including acceptance of 
“constructive failures,” is important 
because entrepreneurialism requires 

of economics, when people can 
cross boundaries, turn societal norms 
upside down, and agitate in a free-
market economy, radical ideas are 
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Start-Up
Nation

Most readers can sympathise with 
their perceptions of Singapore but 
their analysis of our business culture 

and not so tolerant of failure but there 
is now a new looseness in Singapore 
that has come with a deliberate 

put on risk-taking, even within the 
public service, and the ranks of self-
starter entrepreneurs trying to grow 

last few years, there has been a burst 
of creativity that has attracted Silicon 

often foreign investors have to 
compete with a slew of government 
venture capital funds which offer 
seed money to young start-ups in 

generations before we produce a 

the Home Team, technopreneurs 

only are our police units tying up 
with local start-ups to blend new and 
existing technologies to create crime 
prevention tools such as WaveSecure, 
a system to enable recovery of lost 

information, but our boys in blue are 
also designing ingenious solutions 
to work problems, such as the 

pipe with LEDs that when inserted 
into a barrel can illuminate its entire 

came up with this award-winning 
innovation to deal with the problem 
of checking live seafood cargoes kept 

Singapore Civil Defence Force’s Red 
Rhino is another creative solution 

Where perhaps the Home Team has 
lagged behind is in commercialising 
its ideas; the focus has been on 
sharing innovative ideas across the 
Home Team and the government 
sector rather than on protecting its 

begun patenting its inventions, such 
as the Arms Tray, a portable platform 

from treating innovation as creative 
problem solving to an entrepreneurial 
activity, the Home Team too could 
become an incubator of homefront 

One of the enviable lessons that 
one takes away from reading Start-
Up Nation

who see it their duty to grow new 

banker JP Morgan committed some 
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of his own money to stabilise the US 

The excesses of Wall Street have 
generally overtaken such patriotism 

Start-Up Nation
tells us, business clusters mandated 

Biotechnology and Research Park et 
al, have only one main competitive 

the tight-knit communities with the 
emotional commitment and sense of 
rootedness that are indispensable to 

country will always come along to do 

some other country can always beat us 

orderliness – which has come to be 

start-up that Start-Up Nation opens 
with – Better Place, the electric vehicle 
services provider – is now on the cusp 
of commercial success, having just 

1, it 

ENDNOTES
1

begin 30-day trial that could lead to expansion,” 

Start-Up Nation is available at the Home Team Library 
and National Library Board branches.
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